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Northeast Asia; Dealing with North Korea
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II Preface

This paper seeks to address the common security challenge of WMD

proliferation in the Asia—Pacific region. The critical source of that challenge

D Dr. James J. Przystup is a Senior Fellow at the Center for Strategic
Research, part of the Institute for national Strategic Studies at the
National Defense University. Views expressed in this paper are those of
the author alone and do not necessarily reflect the policies of the National
Defense University, the Department of Defense or the United States
Government,
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in Northeast Asia rests in the Democratic People s Republic of Korea.

The paper will first take up the proliferation challenge as its exists today
and, as it will likely exist in the near to mid—term future. That involves
dealing with the Kim Jong Un regime. A second part will focus on the
proliferation challenges posed in the event of an unlikely,but nevertheless

possible, collapse of the regime in Pyongyang.

Bl Defining the Challenge

Today, North Korea continues to pose two distinct but interrelated
proliferation challenges. The first is external; the challenge posed by its
nuclear weapons program and the attendant risks of WMD proliferation
from the Peninsula. This risk involves the proliferation of nuclear—related
technologies, dual—use technologies related to chemical and biological
warfare as well as the proliferation of ballistic missiles and ballistic missile—
related technologies. North Korea s nuclear program and proliferation—
related activities are directly related to regime survival. The nuclear
program stands as a strategic deterrent, while the proliferation agenda is
aimed at securing the hard currency that allows the leadership to
incentivize party faithful to remain faithful with rewards of luxury goods
and perks.

The second challenge is essentially, but not wholly internalthe challenge
posed by the on—going transfer of power in Pyongyang and the attendant
risk of instability and potential loss of Pyongyang s control over North
Korea' s WMD arsenal.

Since the early 1990s, the United States, the Republic of Korea, Japan,
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China and Russia, in various diplomatic constructs —— the Agreed
Framework, the Perry Process, the Three Party Talks and the now suspened
Six Party Talks —— have endeavored to effect the denuclearization of North
Korea and a termination of WMD-related activities. Former U.S. Secretary
of Defense Donald Rumsfeld defined North Korea' s proliferation of WMD
as the greatest threat posed by Pyongyang to U.S. security interests.

In essence, these diplomatic efforts have attempted to put before
Pyongyang a fundamental strategic choice: the economic benefits of opening
and reform, including normalization of relations in return for the
abandonment of its nuclear weapons program. And repeatedly Pyongyang
has refused to make a choice, relying on economic aid and assistance,
mainly from China, while expanding its nuclear weapons program.

North Korea s nuclear tests of 2006 and 2009 serve to underscore this
reality. And, on April 13, the day of the failed satellite launch/missile test,
the DPRK’ s constitution was amended to establish North Korea as a
“nuclear—armed nation.” In the near—term, the prospect of ending North
Korea s WMD program should be considered exceedingly remote.

Meanwhile, the new leadership in Pyongyang is faced with daunting
economic challenges. The CIA Fact Book estimates per capita North Korea' s
GDP in 2010 and 2011 as $1,800 USD. The new leadership appears to
recognize the need for some form of economic reform. Kim Jong Un has
assured North Korea’ s citizens that there should be no future need of “belt—
tightening.” The June 28 measures suggested the cautious beginnings of
an experiment in economic reform. But the Supreme People' s Assembly
adjourned its September meeting without taking up issues related to
economic reform, In 2002 and 2009, similar incipient steps were taken in
the direction of economic reform only to be pulled back and suspended.

Looking ahead, the new leadership will have to address two key questions:

can it attain the goal of becoming a Strong and Prosperous Nations absent
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economic reform and can economic reform be pulled of without pulling down
the regime?

If, in fact real, the commitment of the new leadership to economic reform
and opening may, over the mid—to—long term, hold the key to ending the
threat of proliferation posed by North Korea to international stability and
security. For China and Vietnam, it was the resolution of long—standing
issues with the United States that spurred economic reform and growth.
For the DPRK and the United States that remains a proposition to be tested.
In the meantime we will continue to be faced by the proliferation challenge

posed by North Korea.

The Nuclear Challenge: Alternate Strategies

For heuristic purposes, three broad alternative strategies to address the
dangers of nuclear and WMD proliferation can be considered.

The first is a military strategy that would aim to terminate North Korea' s
nuclear program. This would require near perfect intelligence, and
intelligence on North Koreain general is exceedingly limited. Intelligence
on its nuclear program, in particular, the HEU program is likely even more
so. Moreover, such an operation would pose significant risks of retaliation —
to the Republic of Korea, to Japan and potentially to the United States, to
Guam and even Alaska. Failure by the United States to prevent retaliation
by the DPRK would strain, if not rupture, the alliance structure in
Northeast Asia.

A second strategy would be based on the assumption that the policy goal
of denuclearization is not be achievable even under North Korea s new
leadership and that policy should be aimed at regime change in order to

effect denuclearization and end the risks of proliferation. Policy would be
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aimed at intensifying economic and financial pressure on Pyongyang beyond
United Nations Security Council Resolutions 1718 and 1874, with the
objective of forcing regime change or collapse.

Success, however, would require the complete cooperation of China — its
willingness to adhere to and strictly enforce sanctions measures. Yet,
Beijing has repeatedly made clear that stability on the Korea Peninsula is
its core strategic interest. In the absence of truly egregious behavior on the
part of North Korea —— and after two nuclear tests, several missile tests,
the sinking of the Cheonan and the shelling of Yeongpyeong island —— it is
difficult to imagine what Beijing s definition of egregious might be — it is
unlikely that China will fully utilize the economic leverage it enjoys to
pressure Pyongyang. The recent exchange of visits by Wang Jiarui to
Pyongyang and Jong Song Taek to Beijing only serve to underscore China’ s
commitment to the political and economic support of North Korea' s new
leadership and to stability in the North Korea.

Policy efforts directed at regime change in Pyongyang would also likely
exacerbate the deep and longstanding divide in the Republic of Koreaover
policy to the North. Wholehearted support cannot be expected. And should
a policy of regime change actually succeed, the United States would not be
able to disentangle itself from sorting things out on the Peninsula and
Northeast Asia.

A third strategy is a return to diplomacy —— how to engage Pyongyang
and the terms and conditions for engagement toward ending its nuclear and
WMD programsand removing the threat of proliferation. In the process, it
is important to consider the enduring structural problems that have marked
diplomacy, including the Six Party talks to date. In doing so, it is perhaps
possible to discern a way ahead.

As for the structural problems, the first is the reality of shared common

interests but different national priorities. The United States and the present
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ROK government have made denuclearization the primary focus of their
diplomacy. The strong concurrence of U.S. and ROK policy over the past
four years may be affected by the results of presidential elections and new
administrations in both countries.

A second structural problem is that China is concerned first and foremost,
with stability in North Korea, the continuation of the North Korean state,
and then with denuclearization, Concerned with the potential for unrest or
instability, China will attempt to persuade Pyongyang on proliferation—
related issues but it will avoid strong—arming it. Underscoring Beijing’ s
focus on stability, after signing on to UNSC 1718, China’ s trade with North
Korea increased at a rate of 41percent through 2008, and after a brief fall
off in 2009, has since been on the rise. China also serves as an air—transit
point for North Korean air traffic to and from Iran.

Many Chinese officials and analysts have long considered the DPRK to be
a “buffer” at against the influence of a unified, democratic Korea allied to
the United States. And, since the Obama administration announced its
policy of rebalancing toward the Asia—Pacific region, some Chinese analysts
have come to view North Korea not only as a buffer but also as a “strategic
asset” in parrying, what they consider to be, U.S. efforts to contain China.

A third structural issue is the almost complete lack of trust among the
parties involved in nuclear diplomacy, in particular between the United
States and North Korea. Bridging this chasm is perhaps the most daunting
challenge in addressing the outstanding nuclear—related issues.

A fourth structural issue is North Korea s resolute commitment to its
nuclear status. The longer North Koreacontinues to assert its nuclear status
as a nuclear—armed state, the more difficult it will be to realize complete
denuclearization. And as long as North Korea North Korea maintains its
status as a nuclear—armed state, the risks of proliferation will continue.

North Korea s nuclear cooperation with Syria should not be considered a
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singular case. And as noted above, North Koreacontinues to be a major
exporter of ballistic missiles and dual—-use, WMD-related technologies.

In sum, the above structural impediments speak to the degree of difficulty
in realizing the denuclearization of North Korea. The process of
denuclearization will be protracted. In the meantime, the international
community will be faced with a continuing threat of WMD proliferation from

North Korea.,

Addressing Proliferation Risks

Nevertheless, there are steps that can be used to address the proliferation
risks. These include; enhancing international cooperation in strengthening
the Proliferation Security Initiative (PSI): sustained international efforts to
enforce more strictly the sanctions imposed on North Korea under UNSCR
1718 and 1874; and keeping open the diplomatic track to Pyongyang.

Pressure and persuasion are intrinsic to successful diplomacy.

The Proliferation Security Initiative, launched in 2003 is aimed at interdicting
shipments of weapons of mass destruction and dual—use technologies. Today,
100 countries have endorsed the initiative. In doing so, they commit to
“interdict transfers:- of proliferation concern---develop procedures to facilitate
exchange information---strengthen national legal authorities to facilitate
interdiction - and take specific actions in support of interdiction efforts.” U.S.
Department of State. http://www.state.gov/t/isn/c/10390. htm)

UNSCR 1718, adopted in 2006, and 1874, adopted in 2009, are aimed at
constraining North Korea' s proliferation activities. The resolutions call on
member states to strengthen their national laws and enforcement
mechanisms to inhibit proliferation—related activities. This includes

searching North Korea ships in their ports and denying provisioning and
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fuel to North Korea ships calling at their ports. Acting under the
resolutions, various states have interdicted and seized prohibited cargo on
North Korea ships. To date, only the seizure of weapons at the Don Mung
airport in Thailand in 2009 stands as a success in terms of air—cargo
interdiction, and there are increasing concerns that North Korea has
adopted air—cargo as the preferred means to engage in high—value
proliferation activities and evade sanctions.

The United Nations Sanctions Committee Panel of Experts, in a series of
reports, has called attention to North Korea s continuing efforts to
circumvent sanctions —— the use of false labels; laundering documentation
through trans—shipment points in East Asia; use of overseas entities and
shell companies informal transfer mechanisms, cash couriers and barter
arrangements —— and the need for enhanced international cooperation to
deal with Pyongyang’ s illegal activities.

The Panel of Experts has recommended a number of steps to strengthen
enforcement of UNSCR 1718 and 1874. These include: greater information
sharing among member states; providing member states with guidelines on
uniform documentation of cargo and documentation controls for both sea—
borne and air cargo; greater vigilance at transshipment points: enhanced
customs vigilance at airports; definition of small arms and light weapons;
definition of luxury items banned under UNSC 1718, and encouraging
member states to provide more detailed reports with regard to steps taken

to implement the resolution,
Among its findings, the Panel has determined that sanctions:
“significantly constrained the DPRK s ability to market and export arms

which had previously provided a significant source of the DPRK’ s foreign

exchange-
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succeeded in economic terms by raising the costs of illicit transfers while

simultaneously lowering the returns:-

had a “substantial impact” on North Korea’ s leadership -+ severe economic

circumstances impacting the DPRK’ s general population - are the result

of the DPRK’ s own economic policies:.”

The Panel considered it “unlikely” that North Korean will attain its
economic objectives “without complying with Security Council resolutions:-"
At the same time, the Panel found that Pyongyang continues “actively to
defy” Security Council Resolutions and that “there are no indications, as
yet that the DPRK is ready to move forward on denuclearization and its
other existing WMD and ballistic missile development programs.”

If the past is, in any way prologue, the way ahead in dealing with the
WMD challenge posed by North Korea, will be difficult and, in all likelihood,
yield less than what we should aim to achieve — the elimination of the
central source of that challenge, North Korea' s nuclear and WMD programs.,
In short, barring an internal transformation of the regime in Pyongyang,
the challenge will continue. The issue is whether we can cooperate

tomanage it successfully.

A Better Future?

That depends--.

On August 31, the North Korean Foreign Ministry issued a statement that
makes clear North Korea' s intent to maintain its nuclear capabilities. The
August 31 statement also reprises long—held policy positions: citing U.S.
“hostile policy” as the “main obstacle to resolving the nuclear issues:”
calling for a “lasting peace regime” to replace the 1954 Armistice and

making clear that the DPRK has “already emerged as a full-fledged nuclear
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weapons state” and that it “would be great mistake to regard our strong
position as a kind of tactics.”

Notwithstanding the August 31 statement and the events of the past four
years, the door to diplomacy has remained open. A case in point is the
agreement reached between the United States and North Korea announced
on February 29 of this year. In the agreement, North Korea agreed to
implement a moratorium on long—range missile launches, nuclear tests and
nuclear activities at Yong by on including uranium enrichment activities, to
accept the return of TAEA inspectors to verify and monitor uranium
enrichment activities at Yong by on,and to confirm the disablement of the
5—MW reactor and associated facilities. For its part, the United States
agreed to provide 240,000 tons of humanitarian food aid.

Unfortunately, the agreement collapsed in the wake of North Korea s
April 12 satellite/missile launch, For an American colleague, who has long
been engaged in efforts to engage North Korea, the missile launch after
the 2/29 agreement, was a “confidence destroying measure,” one in which
North Korea had blindsided/cut—off at the knees, the very few American
supporters of engagement that it has.

In the aftermath of the collapse of the 2/29 agreement, the chasm of
mistrust between North Korea and the international community has only
widened. And, we find ourselves again looking for traction in efforts to
engage North Korea toward the end state of denuclearization. Given the
outstanding security issues that exist between North Korea and its
neighbors in the Asia—Pacific region, it should not be expected that the
chasm of mistrust can be crossed in a single leap without first resolving
the individual issues that divide us. Signed today, a peace treaty would be
a meaningless piece of paper and would not achieve the goal of establishing
a peace regime on the Peninsula.

The way to conclude a peace treaty that will sustain peace is first to
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resolve the difficult security and diplomatic issues that are the source of
the present discord. This begins with, and should end in, the
denuclearization of North Korea, without which lasting peace on the
Peninsula is unattainable. At the same time, other steps need to be taken
to build confidence between Seoul and Pyongyang, beginning with
initiatives to implement the historic 1991 Basic Agreement. At the diplomatic
level, this would be accompanied by cross—recognition —— despite North
Korea' s long efforts to de—legitimize the ROK, true South—North
reconciliationis a key element in building a peace regime on the Peninsula.
Finally, the Armistice would be replaced by political agreement or a peace
treaty, to which the United States, China, North Korea —— and South Korea
are signatories. Meanwhile North Korea’ s denuclearization would open the
door to normalization of relations with the United States.

In sum, all steps are aimed at actual threat reduction; collectively, they
realize a state of peace and support a peace regime. In the words of Deng
Xiaoping, we should cross the river by feeling for stones. This process, of
course, will be a protracted one, during which the region must cooperate in
addressing the proliferation threat posed by North Korea, even as we
explore modest steps to re—engage diplomacy. Sports, cultural and
education exchanges should be advanced in a process of demonstrating that
we bear no—ill will toward the North Korean people, only profound concerns

with the practices of the regime.

Bl Contingencies

Before addressing this issue, this paper would argue that the United
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States has a national security interest in the stability of North Korea. This
should not be mistaken as support for the regime, but simply as recognition
that instability could result in the loss of control over nuclear weapons and
material and increase the risks of proliferation.

But, for North Korea, economic reform presents a daunting political
challenge to the new leadership. As Andre Lankov recently observed, “a
reforming North Korea will likely be very unstable and might collapse.” And
what would happen were Jang Song Taek to die or be incapacitated?

At the Institute for National Strategic Studies, my then colleague Ferial
A. Saeed and I conducted an 18 month research project on the security and
diplomatic challenges involved in the event of instability or regime collapse
in North Korea. A central focus of the study was Pyongyang s potential loss
of control over North Korea s nuclear arsenal and the attendant risk of
proliferation. The National Defense University published the results of our
research in September of last year under the title “Korean Futures:

Challenges to U.S. Diplomacy of North Korea regime Collapse.”

Below are some of our findings:

* Sudden collapse of the DPRK regime will not, at least in the short run,
end North Korea as a state. China is likely to seek to perpetuate the
North Korean state as a buffer against a democratic and capitalist ROK
allied to the United States.

* Chinawill be the first to perceive a leadership crisis in North Korea
and will intervene diplomatically to structure a successor regime

* The international community will not endorse ending the North Korean
state unless supported by a North Korean majority

* In the event of instability, key policy decisions will be: whether to
intervene, who will intervene, under what auspices and for what ends —

humanitarian relief, elimination of WMD, stabilization or reunification.
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Decisions on intervention and end—states are critical.

* U.S. national security interests mandate WMD elimination, but
intervention will be practically difficult and politically problematic,
including for our allies. To attain its objectives — e.g. humanitarian
assistance, stabilization or WMD elimination, any intervention will
require North Korean cooperation. Cooperation can not be assumed
and in early stages of anyintervention is likely to be withheld

* Preemptive intervention is possible by either China or the United
Statesand the ROK. The risk of miscalculation, given the present lack
of communication on security interests and national objectives in the
event of North Korean collapse, will be high.

* China and Russia are more concerned about preventing U.S.unilateral
intervention than WMD elimination and will likely press for international
monitoring of any denuclearization process, using the 2005 Joint
Statement to demand peaceful denuclearization.

* China or the United States will move the issue to the UN Security
Council in order to constrain the other’ s actions and to seek legitimacy

for intervention.

Given the proliferation risks and national interests stakes in involved,
the United States, the ROK, China, Japan and Russia are today woefully
ill-prepared to deal with the security and political challenges that such a

contingency would pose. This is a time for very quiet but intense diplomacy.
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Hacking, Cracking

Overview | 4
Evolving Cyber-Threat | °
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Cyber Terrorism

.

0f #ol= 2YE E3ol= w9
- Advanced Persistent Threat
!

Cyber Warfare
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- Hacktivism : Lulzsec, Annonymous

- Wiki Leacks (2010), Operation Aurora [2008]
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Stuxnet as a Cyber-Weapon
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Middle East

Israeli Test on Worm Called Crucial in Iran Nuclear

Middle East
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Iran
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Cyber Warfare
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Cyber Warfare
Domestic Approach
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Conclusion & Questionnaires
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Current Status of Cyber Threat
Some New Approaches Needed
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Questionnaries

R
to each Countries ‘ e

Each country's cases of cyber threat and cyber threat level?

Significance and direction of cyber threats within the framework of

international efforts on counter-terrorism?
Current position, laws enactment, and direction related to cyber threat?
Cases of inter-agency collaboration for cyber threat response?

Cooperation and coordination options to counter cyber threat
among countries (technology transfer and education etc)?

Civil capabilities for cyber threat and limitations?
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SFaL Qleh, APE = QR 73 7He] 5 A"l NISC= Bl AtelH 1@} 7]
Bt Yol tHssk7] et A& AR A28 Qx4 o AdZo] € Aot # =
o5 oA 9 71ES B4 B Bk QIEFE S5l AfolH HE O B L
Wt A ol 7]od Aol

Aol B7He] ohui SyAy] Wate] 22 doltt WAL BelA
] =
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gEHoz AYFE WYY Bt gk 1AL FFE AYoRE SR
IR B 1k da o)

A Ao A e A HAHCIE 1), Jé*d_% *P”H 45~ I%E‘rLHD% Al
7oA TP kAl MAE = A S AR SRS YER T TR T

| LT
A 7RA) M5t o] WAlo] Uebd 4749] Fhe el 47H0] AR ohE BAS B
oz},
A WA AHE LR E FE OEg Ad A AHgAIh o] AHAEL 3

[¢]
%‘?&EP “6H74” ek 5101% A %%H of et ZW% ZPd ele %ok

Groups
A

Cyber Netizen
Warriors | Smart Mobs

g
>

snoIe|A
S
pooo

Crackers Hackers
Cyber

. Geeks
Terrorists

Individuals

O 1: AO[H 2HE0f 2t 7HE
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(rough consensus)= 20| A2yt Ao K= ¢l¢o] Fold wf7}A] ojHgtk AL
ol tisiAl =9 & gttt 2 9Ju|gtil, 9444 I E(running code)~ 1E°] 7f
T ‘ilEE 74]"55}1/\1 /\]Eﬁh’/}t < AR 2SR

=0
=
olgtx dHA Qlil, “AulE FH(Smart

mobs)’ 013}15 %3414 UTE? o] 52 TA|o] Hig o] F7] a4l vIES A 7]
Q

2]
_?L
~N
i}
A=)
)
1>
(0
>
Qf
op
i)

Zpolch, ofolE A AHgAE Rk “Afo]H 2ol (Cyber
A2 Ad 4 Gtk A5 AR Hol} v/ B AL WS
7

],

WaI‘I‘iOl"S)E]": | o

T ok AR EH A, 5 249 FRE o|F7] H HEHA 7|ss E&
ARgARS 0T,

npAef oz | oFol S A THIAREAREE QT o5 | e A” Hrkke =LA
(Crackers)” 2t ] A QIAT.3 shAwh, ©hd] Q1o S7& Rt HA A<l 9w
2 03 PE ke AHEARES AtolH HZYAET T T E 4 Sl ARHA
oz “AtolH HZYXAE"= "Ate]H ]2]o](Cyber warriors)” 3t Z{FeIrhal
4 4 sl

oFolE AW AFEAREY] B 9l= L AF Y W&ol wet F 7HA] ZhE e 2 U 4
ATt vl RAND A4-49] A9 John Arquilla®} David Ronfeldt+ “HE$A
AR (net war)” I “Ako]H] AR (cyber war)” o] 2= =} 4

HEYR AL A4 0] WE 4 EAC R o]FojA glen, =7k Yl }Q s
of dojdtt 1EY HiEe A B AT, B o] F /A BFEE #4 Afof, o

ol
e

Y

2) Howard Rheingold, Smart Mobs: The Next Social Revolution, Cambridge, MA:
Perseus Publishing, 2002,

3) Steven Levy, Hackers: Heroes of the Computer Revolution, New York: Dell, 1984,

4) John Arquilla and David Ronfeldt, “Cyberwar is Coming!” Comparative Strategy,
Vol. 12, No. 2, Spring 1993, pp.141~165.
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A Q] AN B 4 B dol Qe 7heks] webw, vE9)a Al
28 A5 vje g Eake] w7 sk Aol

whels, Abolu] A4S ARyt Yo oA FAR Salolet, ol gt A4
FaR o ARl 5 7 Aol A5 SRtk A4, ol AL AR W AR

yAleld AAS] 24 A& it

Y EYT AT} Atolw] A o] oujo] zpo] & g&s] sl7] ez, F4 HES
3 AAe T (head war)” o2t 2 4= ok, ffd HEHI A2 HI
&9 FA7HE A Y B Ae Aleske f9lol7] miEelth HitlE, AroH
AL s2A(body war)” ] 2 Sk Qlek, Atelw] AAL =24 v E ofvlslv]
[LH‘E'_—O]E]'

4L 2 AtolH HZ 5 d S Fo] TAH AR AHJAJA, 2] aL Bi/do]

g Ji‘ﬂ Al SAA QA o] whet vha=o] ZhEalE 2 heefd = i,

o ARIAAIZE AarE ol Eet T, ALSe At HIHHAE ¥
Fofsi . £A= A vIEf A *2olA "E YA (Black boxes)' &
th= Hol, A2 Yo Y& olsiste o] o H AR L it

o

7
F7]

N

LI

7 A%, S ofn] FA4L Yok YeAE BELE g mEHol gk
E9aE B 2ua 2308 Ye Euehl FAL BT 2T 9 Zlolt wH

Aoz uuele] AFH Hol wo|2rt Ew9)

A
[2b2 SRR goke 7HsAdol At o] A2 9 AtolH
o]

= L % A 14,1—7_ 5
et oA w BEAW A AU AL A 41 Aolch AL Ay
3k HA} 7| A obA] ol et 7]4S Alke] WAt

% S Edighal W4 Joseph S. Nye, Jr.i= thadt Zro] Ulitt, 2T HHGAI
7les] Faee g Zateleke 540l vk Atelw I RS s8E B
ot & Bk opy et FA=T Eok "ArolH uhe ks M2 9lo] FAdshal Sl
oA “AfolH ‘%‘39101]*1 AR o= dAE JEALS Fol dote 238 de
ootk AEH e SHolA, Afelw dhele sfFH S, FEHWTEN), 74
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(Fi el ol vl ¥A 9 O\E} Abols] Fo M= Rt Y E

T AR Y9IAE] o B e Ae0w Qlste] Fo] EArH
gg] :<z]-/\].o o]x%zs} -/‘\‘Ei o]_,_o1x x] 0“—1-4- X-] ZA

o] TEE|0] 91X & T Afolul MF AL 57 ¢1E AolTh, olejet 7]ukA]

M, e F7ke @ Aol B 2 F7ke BR AWE BH HL 5

AT 714 AHE TAT 4 9 58S Rojai,

o

=
wHo] AAE B 2

=

2} A7) T E3 2/ E 93
ok gt
Rreks) welA ARk A4S ohet, 5 oA Aui o)y
7)ol BeAE 18 guel 4, A2 %@, 24 %7 9 a4 0] Agoln,
olelg 7T 9% R, e AE AGS T WA, BE Ve Hops x3
Qe 6 Az 9 HEoh obx) ST Aol ohfebd, Ari Azzet Ho 7
BE 5

LAk Z|ko] " ET7|H o]kl &

sk Avhgolth, olea Au

o
HI
we
fo
El
[N

T
H1
<t

l‘l-EE J_,i F_?L' N

oA, WA olF Fothlole] AAIZH YR Hu7| S A
A3k, 200949 79 WS AT hat el TAT 22 Afo]u] ghne]
TA o] A7) 28 GBS Holsick Hel 3] =0 Holc,

.

7
7}st

i e

olN

5) Joseph S. Nye, Jr., “Cyber Power,” Harvard Kennedy School Belfer Center for
Science and International Affairs, May 2010.

6) Joint Chiefs of Staff, U.S. Department of Defense Dictionary of Military Terms,
New York: Arco, 1988, p.183.

7) Omori, Yoshio, Japanese Intelligence Agencies, Tokyo: Bungei Shunju, 2005
(Japanese). Kitaoka, Hajime, Introduction to Intelligence, 2nd Edition, Tokyo: Keio
University Press, 2009 (Japanese). Kotani, Ken, Intelligence Diplomacy in the
U.K., Tokyo: PHP, 2004 (Japanese). Fukuda Mitsuru, Terrorism and Intelligence,
Tokyo: Keio University Press, 2010 (Japanese).
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Bl 2= =2 O FOM O THA| Bagt

S AAA QI "7} £2k= 2,500 Aof] AR 9 Aujolof] w3k 19] Al 7|
S5kt of 750874 19 Aol dEo® AU webA ES ‘41} 2 HEY
o] AZAL, AbFEtol S AZMA = HA Y, JAE 2 EEsl7|= o
o] Shingen Takeda: 19| A& EA4 *X}—J det< J
TokugawasJ A& o]l% dE2 ¥ 260 0]“ ‘HolE-g 7]

18684 H o] A &-Al(Meiji Restoratlon) o UL oI HE WFE FA5}
R A 7l D AMEE S84 W R WolESith, 11 F s, JEof B
H o 201 dE2AFY it 9 St ARFES AYSHT B3k, AR
A, A-AE, JEE5S A&l 1 5 Motojiro AkashiZt 7H8 A5-21¢1 A+
£ Faskaih, gAlol B fRstol A 1o ARy 9 JHEFS 19049 2-
Ao A dEe = o5

e5d W& AlEe] Y3 Al Skl o8 A3 Nakano Schools & ¥l Q1

oh. o stale] AR S L2 seE JEARSoIH sHAIRE, AlA A2A A o
X o 2lof AP Se] AEANSEY H il A A =Sl
FEREES E a9t o AKY] WiZolt,

AIAL A2 F7 2ol ARAWSLS TI50] A i Zle AL, IS0] 5
A 2A, B, A H 78 S71E L sy, el A o] % o] AEA NS
< Bge AT 22U 1980 o] % I5o] AFgsh| A, a9 71 Ao R
LU A Ho] g W8-S Ao R 7)gshglal DA Aol B/ kS

8) of) #r=: Sugita, Ichiji, War Leadership without Intelligence, Tokyo: Hara Shobo,
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Aol St A Anf o Ho] W Al S JRETS A ske L Ao BEA
TR Jun Murai+s= 19520 w0 S0 2 ZAMAARO 2 AW R QT 1957d T 9]
ZAML2 Y22 A4 (Cabinet Research Office)2 7H =131, 1986 =of Y2H4
B2 A (Cabinet Intelligence Research OfficelCIRONZ A HA & itk AEs]
=] U= AL b AR, e5d Y29 R B, R, SERA
2 e ol Utk AR o] FA] Y2 AHEFO i 9 W Q= AR T &
TSI Fo] FoUTh WA A v]- QhE ok o] AL HE AR wxoR
FE gron, dE2e AP EIMINT) o] 1AL, AR (HUMINT) % A4
H(SIGINT)oll= Algt4 s&ut Eaofal it =3 22 e5d71A] W4
A E ARRS7EE Qlok, AlA Al22k A o] % FrE st o s Qs &4 9 9
S} &fof] YZollA 7Hd (mto]) T o] 4k :1717F gllem o2t FAl= 7] 9

oS 25k
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1987 (Japanese). Tsukamoto, Makoto, Record of a Intelligence Officer, Tokyo:
Chuko Bunko, 1988 (Japanese). Hori, Eizo, Intelligence War Record of a Japanese
Imperial Headquarter Staff, Tokyo: Bungei Shunju, 1996 (Japanese).
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foreignaffairs.com/articles/67007/raul-pedrozo/beijings—coastal-real—estate)

Access on November 15, 2010.

(Japanese).
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9) Yomiuri Shinbun, Man who Made Diplomacy a Fight, Tokyo: Shinchosha, 2005

10) Raul Pedrozo, “Beijing s Coastal Real Estate,” Foreign Affairs <http://www,
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HZ7
AL 0|3 Theo] AAAekT} R IA 7L W I,
olelgt A2l tEol, 20061 98 299, A% ¥ (Shinjo Abe) E = A|1653]
Qslo] 4 ARG Sttt 1 97 z} AN e ofd, F7hotust ol
HepolA] Al4a AL 517] SIsA S 4 BR1so] AHA % gekd Aol 4

ol AAE Aolck ok aretsict

o S Hojen o]e} 2 Al 52 di JH7| S Aot oS BY 42

2 ok 19l 20079 19 2620l Ful 5ol “eet HAA 2)e A7 ol o
B8 BT Qs ol 2 Rk gl Aol 2242l B8-S 7HsH 317] 9

A, BRzA0) FEA 71 ARE AT FRTES B Aolth Ea, ae] 4w
528 48N Zoloh " ek seic

il

F7H 02 20079 99 109, ob] Sl A|1683] Felo| A “B3ke] njAbe &
At SUE AHO 9T ok U Yottt 8 IS EUR TR $Aol
oby Zstct, A 715 W R Fuls ZeHinie] o, Friekn A

Ao AHdol dasteh” 1 A-sHT
=30 A F7F Al Rlojuh H R eE Z4stof dis AR A2 =Rl VA E =

QAT ofy] Fel= 20079 7Y SAA HuE A

tF 2009 ApRitto|A] HlFg o 2o AR W} o] 5 ofH] HRE ojofhe of A e

S7}tH(Yasuo Fukada) 2], of4 t©t2(Aso Taro) &2 9 7|2 stEokH(Yukio

Hatoyama) &2 257 X Fofo] 5 o4k #alo] gllal A2 oA 4 H7 3}

oat 7ldh 9 WelA i

SHAIEE, Z71SHRL Gl AbolH okn $IHE ARolq ABARS FAIsH Fol
wgich, Abolw| QhusL o] HH |4 chojof & BAIL ok A|qk, Afo]H] 34
of 7k AR QI F7RkRe v gFo] B AZHAL i ] S

T4 WAs] A8l FE7IEE HAAE 2RV HA O AR ATk

11) http://www.kantei.go.jp/foreign/abespeech/2006/09/29speech_e. html
12) http://www. kantei.go.jp/foreign/abespeech/2007/01/26speech_e.html
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2. oM 9 Aoy &4

Atolw 54 gl Ao} W22 Wel= o ot 0|59 i MU2ZFH AlA A
QL Hef7hA] o2t "HAIR, AtolHF Aol IA Yl 7HA F77F v (D=4 v
H(d o B HF7IFH 5), @53 Al BAR B H2 B 2 F
A7 ), QAEA Hf(H Aol E 22 Ee AH|ATE ) B (DT H(eY
A 22 gt 34 TRt wat Al B2 4

(Id € daolA Had w7 A A9 FAE RSl ok, 42H 0]

At o] AR 2001dEe] AHF] £ £ BolFTL 1 o] FHL SHHHo)
=
=

o] g ool
A ALSl7E gl nhel, Abo]H QLREAl ARG ohel e oA E
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: 20004 227(0] DJO|TEAZE OfEl-oHMATE 0l ZEIMo| HAS HEE x| A 152
HAE ZEE | HAH 2B _
= =7HHIS (094 287) (094 1%7) = &
1 o= 15,383,476 13,971,056 10.1% A
2 = 3,333,368 2,799,456 19.1% A
3 Batil 2,496,674 2,156,259 15.8% A
4 = 2,016,132 2,043,431 -1.3%V
5 A2l 1,650,440 1,853,234 -10.9% Vv
6 m2tA 1,538,749 1,703,225 -9.7%Vv
chstol= 1,367,266 1,619,135 -15.6%V
8 =9 1,130,632 1,086,473 41%A
9 FHLtCt 967,381 942,826 2.6%A
10 olerz|of 954,617 1,192,867 —20.0%V
1 LN 915,786 957,697 -4.4%V
12 E{7] 857,463 1161,133 —26.2%V
13 2 A|O} 677,601 581,601 16.5% A
14 CHEt 628,202 781,214 -19.6%V
15 A= 609,066 553,417 10.1% A
M MA 41,024,375 39,328,515 4.3%A

Ol0|Z2AZE HOMME Z|ZE E28 8 [Microsoft Security Intelligence Report Volume 8]
(20098 7~12¢) Key Findings Summary

YT Abo] A |24 20074 o
Z|ok7} QIth, o] 37| gjA|ot2 Y A& 1t

LELol 2008 2]Fofyol 8l 1%
FRrTRaL Asf k(o] 2AjoF H5

7F ALE AT AE ofnlaiAl ehth). 2007 ol olaalo] Alzjofe] oz
ol WESITE A, FATAN A0E GelA g, of PAI Aeleh 2 o
Eafol A o 2zfale] AR/ 3 47t gloltha gt 13

13) Richard A. Clarke, and Robert K. Knake, Cyber War: The Next Threat to
National Security and What to Do about It, New York: ECCO, 2010, pp.1~11.
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st Ayt EEEY T A1 Ronald Deibert ¥ SecDev Group? Rafal

Rohozinski= JEYW IPHA 9] o] 43t F41S WHs =, dura el vlojg A
A D AAEARE sHAINE, 50| WSk o AL E Yol o] AAte HolA
ATt o] o ~ZE o= tHFE S M dsto] Rl ol 22tE
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2009¢ 74, vl S/-7IEY A% AAE G 5 e v EY AR 9L A
& <lElYl Apo|Eo tl=A(Distributed Denial of Service : DDOS) 5242 734513
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14) Information Warfare Monitor, Tracking GhostNet : Investigating a Cyber Espionage
Network, March 29, 2009 <http://www.infowar—monitor.net/research/).
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18) William J. Lynn, II, “Defending a New Domain: The Pentagon's Cyberstrategy,”
Foreign Affairs, vol. 89, no. 5, September/October 2020, pp.97~108.
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19) B4, “Japan's Defense and its Budget”, W4, 2010, p.8.
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21) http://www.nisc.go.jp/active/kihon/pdf/bpcO1_ts. pdf
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1) Modified version of this paper is published in the edited book: Motohiro Tsuchiya,
“Cyber security in East Asia: Japan and the 2009 Attacks on South Korea and

the United States,” in Kim Andreasson, ed., Cybersecurity: Public Sector Threats

and Responses, Boca Raton, FL: CRC Press, 2012, pp.55~76.
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Bl Introduction

Cybersecurity is a new and non—traditional security concern in many
countries today. It is not an exception in East Asia too. Many facilities and
assets of governments, private companies and individuals are being
attacked in a wave-like fashion., In July 2009, soon after the U.S.
Independence Day holidays,large—scale DDOS (Distributed Denial of Service)
attacks targeted American and South Korean Internet services. We cannot
still confirm who were the real attackers behind overtaken computers, but
these attacks made the governments to realize the importance to defend
their countries from anonymous warriors or terrorists who were hiding
themselves in Internet clouds.

This paper aims to analyze how the Japanese government responded to
the July 2009 attacks in the U.S. and South Korea. Our interests are
especially in the cooperation and competition between intelligence and law
enforcement agencies. These two types of agencies are not well divided
inside the Japanese intelligence community. Although the revival of
intelligence agencies such as Cabinet Intelligence Research Office (CIRO)
after the Japanese defeatin the World War II was relatively quick, the
National Police Agency has been more powerful both in intelligence and law
enforcement activitiesthan any other security—related agencies. That is,
there has been no clear wall between law enforcement and intelligence
activities in terms of organizational functions. However, new cyber threats
are forcing changes in the governmental system, because they are too
complicated and elusive to respond under the existing organizations.

National Information Security Center (NISC), established in 2005, is a key
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player in this new environment. It is an inside agency under the Cabinet
Office of Prime Minister. It used to focus on technical measures for cyber
security, but it is quickly acquiring national security perspectives after the
July 2009 attacks. If NISC were to be a cross point of intelligence and law
enforcement, this cooperation system between law enforcement and
intelligence agencies could be a first step to reorganize Japanese
intelligence system to prepare for future cyber and other types of threats.
In this paper we analyze public documents and records and do interviews
with concerned parties to shed light on better directions and arrangements

for cyber security.

Bl Cybersecurity and Intelligence

Security in cyberspace is a good example of changes in the Post—Cold War
era, Warfare is moving from physical territories to networks. Land, sea, air
and outer space, where military forces have fought battles, are natural
space. However, cyberspace is an artificial space, which computers, optic
fibers, and other devices are constructing. Nowadays command controls of
military forces are dependent on information and communication networks.
A modern digitalized military force cannot fight anymore without them,

There is no need to invent a battle space intentionally. Computer games
are enough. However, as the world is getting dependent on information and
communication networks, and as information society emerges, our
consciousness is going into cyberspace more than real world space and
territories. Unless we cut convenient cables of computers and networks,

there can be new threats and we need security to protect them.
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There are various kinds of criminal activities in cyberspace, and
perpetrators are various too. In order to differentiate between various
similar concepts, try imagining a two dimensional plane separated into four
quadrants by two axes, one vertical and one horizontal [Figure 1]. The
horizontal axis signifies the intent of the user, ranging from “good” to
“malicious”. The vertical axis signifies the number of users in question,
which ranges from “individual” to “group.” The four categories created in
this method show four different entities.

Entities in the first category are individual users that possess good
intentions. The users of this sector are called “hackers.” The term “hacker”
originally meant an individual with considerable computer knowledge, and
did not signify malicious intent. In modern language, they may also be
called “geeks.” A geek is defined as “a peculiar or otherwise odd person,
especially one who is perceived to be overly intellectual.” Net culture, which
is developed by geeks, is quite different from government culture. One of
famous geeks, Prof. Dave Clark of MIT (Massachusetts, Institute of
Technology) in the U.S., once said, “We reject kings, presidents, and voting.

We believe in rough consensus and running code.” Rough consensus means

Groups
A

Cyber Netizen
Warriors | Smart I\/Iobg

» O
L ®)
o

-

snoIe|A

Crackers Hackers
Cyber

. Geeks
Terrorists

Individuals

Figure 1: Concepts around Cyber Security
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that they keep on discussing issues until almost all of the members agree,
even if it takes several years. And running codes imply that they try to be
as practical as possible. They don’ t accept abstract idealism and unworkable
codes. It might be difficult for government agencies to work with geeks.
These geeks, however, are increasingly controlling our social systems.

The second category entities are groups with good intentions. They are
known as netizens, which is a combination of the words “net” and “citizen”,
or alternatively as “smart mobs.”? These users utilize technology and
knowledge shared over a network to achieve group objectives.

The problem consists of users with malicious intent. Groups of users that
possess malicious intentions can be dubbed “cyber warriors.” They may be
sponsored by governments or non—government entities, Either way, they
are users who abuse network technology in order to achieve organizational
goals.

Lastly, there are individual users with malicious intentions. These users
were once known as “crackers” rather than “hackers.”3 However, users who
conduct destructive activities with political motivations rather than mere
personal enjoyment can be labeled “cyber terrorists.” It should be assumed
that in general usage, the term “cyber terrorist” includes “cyber warriors”
as well.

Activities conducted by users with malicious intent can be divided into
two categories depending on their content. Researchers John Arquilla and
David Ronfeldt of the US based RAND Corporation differentiate between

the terms “netwar’ and “cyberwar.”? Netwars consist of societal-level

2) Howard Rheingold, Smart Mobs: The Next Social Revolution, Cambridge, MA:
Perseus Publishing, 2002,

3) Steven Levy, Hackers: Heroes of the Computer Revolution, New York: Dell, 1984,

4) John Arquilla and David Ronfeldt, “Cyberwar is Coming!” Comparative Strategy,
Vol. 12, No. 2, Spring 1993, pp.141~165.
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ideational conflicts, and take place between both countries and societies.
Their aim is to disrupt, damage, or modify what a target population
“knows,” by the targeting of public or elite opinion, or both. Simply stated,
the objective of netwar is to mess with people s heads.

In contrast, cyberwar is the conducting of military operations according
to information—related principles. Such operations were conducted in
Kosovo, Estonia, and other places. Put frankly, it consists of the physical
disruption of information and communications systems.

In order to clarify the difference of meanings between netwar and
cyberwar, I would like to call the former “head war,” because netwar is the
act of trying to modify or change something in your head. In contrast, the
latter could be called “body war,” as cyber war means physical damage.

To sum up what has been said so far, the concept of cyber terrorism can
be broken down into multiple categories based on the subject being a group
or an individual, and the target being mental or physical.

The more our social system becomes dependent on computers, the more
vulnerable our society becomes to attack by cyber terrorists. The problem
is, computers and networks remain “black boxes” to many of us. It is
becoming increasingly more difficult to understand the inner workings.

As a result, the danger exists that we may not even know that an attack
is taking place. Attacks such as the demolition of a dam via remote control
over a network are obvious to anyone. On the other hand, if a computer
database is covertly accessed with the objective of modifying its records, it
is quite likely that the time and perpetrator of the attack may go unknown.
This is the reason that cyber terrorism has become a difficult concept that
evokes unease.

Technology regarding the Internet is widely shared, and possesses the
characteristic of being exploitable by anyone if so desired. Though it

remains a black box to the uninitiated, it may in fact appear easy to the
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trained eye. The Internet is also a gigantic copying machine, and such
technology spreads rapidly.

Harvard professor Joseph S. Nye, Jr., pointed that “diffusion of power is
characteristic in recent development of ICTs. Cyberspace does not simply
level power of actors, but complex it. And a new power called “cyber power”
is emerging. It is “the ability to obtain preferred outcomes through use of
the electronically interconnected information resources of the cyber
domain.” In terms of domain, cyber power is the fourth power after sea
power, air power and space power. In cyberspace many types of network
organizations rise and power is diffused as small actors gain more power.5

Power diffusion does not proceed in a constant pace. Countries, which do
not have enough infrastructures of ICTs, won’ t be able to gain cyber power.
With some kind of infrastructure, an individual in a small country can
target a government server in a larger country. Enough knowledge and
skills make it for him to give damages to the servers.

Because it sometimes happens that targets cannot recognize of being
attacked. Therefore, not only law enforcement agencies but also intelligence
agencies should be involved in defense against cyber attacks, especially
serious attacks concerning national security.

Here intelligence is not knowledge in a simple sense. In national security
and diplomacy, it means “product resulting from the collection, processing,
integration, analysis, evaluation and interpretation of available information
concerning foreign [entities]” and those entities “may include foreign
governments, groups (including terrorist organizations), or areas.”® Although

data or information is not refined yet, intelligence is refined product made

5) Joseph S. Nye, Jr., “Cyber Power,” Harvard Kennedy School Belfer Center for
Science and International Affairs, May 2010,

6) Joint Chiefs of Staff, U.S. Department of Defense Dictionary of Military
Terms, New York: Arco, 1988, p.183.
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intelligence, are called “intelligence agencies.”
In this paper, we argue that the situations in East Asia after the end of
the Cold War revitalized Japanese intelligence agencies and that growing
concerns on cyber security, especially the attacks to American and South

Korean Internet sites in July 2009, added a new role to intelligence agencies.

Japanese Inteligence Agencies and Changes in the

n Situation in East Asia
1. Development of Japanese Intelligence Agencies

Sun Tsu, a legendary Chinese philosopher, wrote his ideas on war and spy
activity 2,600 years ago. And his idea was imported to Japan in around 750.
It produced a lot of ninjas, or secret agents, employed by Samurais. One of
the most famous samurais, who used ninjas well, is Shingen Takeda. His war
colors printed Sun Tsu’ s words. After the conquest by the Tokugawas in 1604,
Japan enjoyed a ‘“peaceful time  for more than 260 years. The Tokugawa
Shogunate employed ninjas to maintain orders all over the country.
After the Meiji Restoration in 1868, Japan broke off all intercourse with
foreign countries and imported western technologies and ideas in a positive

7) Omori, Yoshio, Japanese Intelligence Agencies, Tokyo: Bungei Shunju, 2005
(Japanese). Kitaoka, Hajime, Introduction to Intelligence, 2nd Edition, Tokyo:
Keio University Press, 2009 (Japanese). Kotani, Ken, Intelligence Diplomacy in
the U.K., Tokyo: PHP, 2004 (Japanese). Fukuda Mitsuru, Terrorism and

Intelligence, Tokyo: Keio University Press, 2010 (Japanese).
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way. One of them is military organization regarding intelligence. Both of
the navy and army of the Japanese Empire established intelligence sections.
And they started collection of information, counter—intelligence, and covert
actions. One of the most successful activities was done by Motojiro Akashi.
His intelligence gathering and covert actions in Russia and European
countries lead to the Japanese victory in the Japan—Russo War in 1904,

Today more people know the Nakano School established by the Imperial
Army. Graduates of the school were highly skilled intelligence staffs.
However, during the World War II, operational staffsbhecame more powerful
than intelligence officers to conduct the war. Intelligence activities were
regarded less important by the war leaders.

Right before the end of the World War 11, intelligence officers knew that
they would lose the war and destroyed their documents, tools, devices and
other evidences by themselves. After the war, the officers hid themselves
from anybody's eyes. In 1980s and after, sometime before they close their
lives, they started writing their memoirs and they were published.®

Soon after the war ended, some people tried to reorganize intelligence
activities. Jun Murai, bureaucrat of the National Police Agency, was
appointed as the first chief of the Research Office in 1952, It was renamed
as Cabinet Research Office in 1957 and was reorganized as Cabinet
IntelligenceResearch Office (CIRO) in 1986, Today's Japanese intelligence
community, even though it was not clearly defined, includes National Police
Agency, Ministry of Foreign Affairs, Public Security Intelligence Agency,

and Ministry of Defense. But the scale and scope of intelligence activities

8) For example, see: Sugita, Ichiji, War Leadership without Intelligence, Tokyo:
Hara Shobo, 1987 (Japanese). Tsukamoto, Makoto, Record of a Intelligence
Officer, Tokyo: Chuko Bunko, 1988 (Japanese). Hori, Eizo, Intelligence War
Record of a Japanese Imperial Headquarter Staff, Tokyo: Bungei Shunju, 1996
(Japanese).
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in Japan used to be smaller and narrower. During the Cold War most of
intelligence came from the United States under the Japan—U.S. Security
Treaty. Japan didn't have IMINT (Imagery Intelligence) capabilities and had
limited HUMINT (Human Intelligence) and SIGINT (Signal Intelligence)
capabilities. There has been no anti—spy act and security clearance until
today. Under the new peace constitution after the end of the World War II,
Spy can never be popular in Japan except in novels and movies. However,

these situations started changing in the Post—Cold War era.

2. Reinforcement of Japanese Intelligence Activities

In 1998 North Korea launched a Taepodong missile. It flew over the north
east part of the Japanese main island and fell in the Pacific Ocean.
Although the intention of North Korea is not still clear yet, the missile
impressed the Japanese citizen how dangerous North Korea was against
Japanese national security.

In 2001 a North Korean spy ship came to the Japanese coast. The
Japanese Coast Guard tried to catch the ship, but it sank itself after
exchange of fires. Although the place where the ship sank was in Chinese
exclusive economic zone, the Japanese government got permission fromthe
Chinese government to salvage the ship. There were a lot of articles linked
to North Korean agents. This incident worsened the image of North Korea
among Japanese citizens.

Behind the incident both of the governments were negotiating for a
summit talk. Japan and North Korea still don” t have a diplomatic
relationship after the end of the World War II. In 2002 Prime Minister
Junichiro Koizumi and Kim Jong Il met in Pyongyang. Prime Minister

Koizumi intended to break the deadlocked negotiation to bring back the
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kidnapped Japanese from North Korea. However, Kim told Koizumi that
eight of them were dead and only five were alive. Koizumi railed, but he
signed a joint statement at the end of the talk and took the five to Japan.?
The return of the five was hailed in Japan, but the fact that North Korea
admitted the kidnapping by government s hands and many of them were
dead and the doubt that many more were still confined hardened Japanese
people’ s minds.

Next year Japan launched information—gathering satellites, which had
been anticipated for many years. These satellites were intended to gather
various kinds of information such as weather and natural disaster, but the
real purpose of the Japanese government is to watch East Asian situations
with their own eyes. The Japanese government tried to expand its IMINT
capabilities, which were dependent on U.S. governmental or commercial
satellites for a long time. The resolution of images taken by the satellites
was lower than American satellites and analysis skills were less adept, but
the capabilities to take images anytime wanted were critical in the changing
situation in East Asia.

In 2004 there were two incidents related to China. First, a Chinese
submarine entered the Japanese territorial waters. After being chased by
the Japanese Coast Guard, it rushed to return to a Chinese port. Its intention
was not clear, and the Chinese government said it was a mistake. It is said
that the Chinese navy is challenging and testing Japanese security power
along coastlines and in island areas,1”

Second, a Japanese consul in Shanghai committed a suicide. This is a

9) Yomiuri Shinbun, Man who Made Diplomacy a Fight, Tokyo: Shinchosha, 2005
(Japanese).

10) Raul Pedrozo, “Beijing s Coastal Real Estate,”Foreign Affairs <http://www,
foreignaffairs,com/ articles/67007/raul-pedrozo/beijings—coastal-real—estate)
Access on November 15, 2010,
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typical honey trap. The consul, who were married and had a child, had an
affair with a Chinese lady whom he met in a bar. He was blackmailed by a
Chinese agent and asked to bring diplomatic codes of which he was in
charge at the consulate. He was in anguish and committed a suicide after

making farewell notes to his wife and the consulate general. This case,
which was not revealed until 2006, again projected an image of brutal sides
of the East Asian situation. This series of the events raised voices for

reinforcement of Japanese intelligence agencies and a lot of policy proposals

and reports were published.

Along these events, Prime Minister Shinzo Abe made a policy speech at
the 165th National Diet on September 29, 2006, He said, “In order to enable

swift decisions under strong political leadership on national security and

diplomatic strategies, the headquarters function of the Prime Minister's
Office will be reorganized and strengthened, and intelligence gathering
functions will also be enhanced.”!! On January 26 next year he told the
nation again, “In order to enable prompt response, with strong political

»192

leadership, to diplomatic and national security issues that are becoming all
functions of the Prime Minister's Office as headquarters. We will also work

the more complex, we will work to establish structures to strengthen the

to enhance the intelligence capability of the Cabinet.
Furthermore, on September 10, 2007, Prime Minister Abe said at the
168th National Diet, “No one has forgotten about North Korean missile
launch and the impact of the statement of nuclear weapon test. The national
security environment around our country is still serious. We need not only
to strengthen commanding function at the Prime Minister's office and
intelligence function of the government, but also to restructure our national

11) http://www.kantei.go.jp/foreign/abespeech/2006/09/29 speech_e. html
12) http://www.kantei.go.jp/foreign/abespeech/ 2007/01/26speech_e. html
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security system.”

It heightensnational expectation that the prime minister mentioned
strengthening of intelligence activities in his speeches at the national diet
three times. However, Prime Minister Abe resigned for a health reason after
a big defeat in the national election in July 2007. Neither Prime Ministers
Yasuo Fukuda and Aso Taro, who succeeded Abe's administration, nor Prime
Minister Yukio Hatoyama, after the change of administration from the
Liberal Democratic Party to the Democratic Party of Japan in 2009, were
not interested in intelligence anymore. Expectation to strengthen
intelligence in Japan faded away.

However, the rise of cyber security threats became another trend to push
intelligence reforms in Japan. Cyber security is not necessarily an issue to
be dealt with by an intelligence agency, but as cyber attacks become larger
in scale and impact to national security becomesmore serious, it becomes
more necessary to involve intelligence agencies to prevent an attack on

ahead.

Widening Cyber Threats in East Asia

1. Cyber Security and Corresponding Agencies in Japan

Expansions of Internet use in Japan around 2000 lead to emergence and
development of a new threat, cyber security. The first corresponding
government agency to cyber threats is police. If any of cyber attacks can be
categorized as a crime, a police agency will catch and prosecute a

perpetrator. However, if the attack goes beyond a simple crime and is
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perceived as a national security threat, a military force (Self Defense Force
in Japanese case) will respond to it. Falsification of web sites is just a crime,
but physical attacks to critical infrastructures such as power grids or
national transportation systems will be different.

The third corresponding agency is intelligence. It tries to forecast and
prevent attacks beforehand. Attacks against nuclear facilities, transportation
systems or financial systems are redeemable. In order to prevent those
attacks, intelligence activities such as wiretapping are needed.

In Japanese case, these three types of government agencies and
organizations are overlapping and going beyond each territory. They cannot
be separated in a rigorous manner. The Security Bureau of the National
Police Agency is a powerful intelligence section inside a law enforcement
agency. The Intelligence Headquarter of the Ministry of Defense is also an
intelligence section forsignal intelligence (SIGINT). The top directors of the
Cabinet Intelligence Research Office (CIRO) are always from the National
Police Agency, and the deputy directors are always from the Ministry of
Foreign Affairs.

The central problem which I want to discuss in this paper is how the
Japanese governmental agencies respond to large—scale cyber attacks
against Japan and other East Asian countries. Attacks, which the Japanese
government suffered in the past, were at the relatively lower level such as
falsification of web pages and DDOS against bulletin board systems.
However, the scale of attacks against the U.S. and South Koreain July 2009
impressed Japanese government leaders. Among many related agencies, the
National Information Security Center (NISC) is playing a central role in

these situational changes.
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2. Cyber Attacks in Everyday Life

Scope of cyber attacks and cyber crimes is wider. Their goals spread from
individual to international. Broadly speaking, there are four main types of
cyber attacks: (1) physical damage (such as demolition of a dam or clash of
airplanes), (2) financial damage (such as unauthorized access to bank
account or illegal stock exchange), (3) psychological damage (such as web
falsification or service disruption) and (4) virtual damage (which are not
recognized by victims such as covert operation).

Figure 2shows the increase of reported unauthorized access in Japan. As
the National Police Agency collected information in a proactive manner in
2001, its number is unusually high. The trend is stable after that, but it
turned upward in 2005. Figure 3shows the number of reported web
falsification. It rose in the fourth quarter of 2009. Figure 4is an example

of web falsification.
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Figure 2: Reported Unauthorized Access

Souce: National Police Agency
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Cyber security is a problem not only in Japan, but also in other countries
as they move to information society. Table 1 is a list of the top 15 countries

where Microsoft's desktop anti—-malware products cleaned.
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Figure 3: Number of Web Falsification (First Quarter of 2008 to Fourth Quarter of 2009)

Source: JPCERT/CC
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Table 1: The Top 15 Locations with the Most Computers Cleaned by Microsoft Desktop
Anti-malware Products in 2H09
Country/Region | o, oh06) Cleaned (Hos) P92
United States 15,383,476 13,971,056 10.1% A
2 China 3,333,368 2,799,456 19.1% A
3 Brazil 2,496,674 2,156,259 15.8% A
4 United Kingdom 2,016,132 2,043,431 -1.3%V
5 Spain 1,650,440 1,853,234 -10.9%Vv
6 France 1,538,749 1,703,225 -9.7%V
7 Korea 1,367,266 1,619,135 -15.6%V
8 Germany 1,130,632 1,086,473 4.1% A
9 Canada 967,381 942,826 2.6%A
10 Italy 954,617 1,192,867 -20.0%VY
11 Mexico 915,786 957,697 ~4.4%V
12 Turkey 857,463 1,161,133 -26.2%V
13 Russia 677,601 581,601 16.5% A
14 Taiwan 628,202 781,214 -19.6%V
15 Japan 609,066 553,417 10.1% A
Worldwide 41,024,375 39,328,515 4.3% A
Source: Microsoft Security Intelligence Report Volume 8 (July through December 2009)

Key Findings Summary
Examples of large—scalecyber attacks are Estonia in 2007, Lithuania and

Georgia in 2008. These three countries were allegedly attacked from Russia
(it does not necessary mean that the Russian government was involved), In

2007 Israel was said to invade into and disable Syrian air defense network.
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The Syrian army couldn't find any Israeli jet fighters in its radar system.!?

Two Canadian researchers, Ronald Deibert of University of Toronto and
Rafal Rohozinski of SecDev Group, found strange transmission of IP packets
on the Internet. Usual virus creates infectionand duplication of itself, but
the malware they found didn't do such things. It invades secretly into a
target computer and is controlled by remote to send files to somewhere
without owner's knowledge.

The two researchers analyzed the traffic of the malware and found that
1295 computers in 103 countries were infected with the malware and 30 %
of the infected computers were high value targets. And the traffics implied
that they were going to China. The two analysts called the malware
“GhostNet.” Their analysis showed that it was not for usual cyber crimes
such as financial theft, blackmail or privacy invasion. However, they had
to give up their researchon the way. Further research and analysis could
not be done legally. The GhostNet traffics went beyond national borders. It
raised a problem of legal jurisdiction. Even if it is legal in Canada, it might
not be so in China. Then, they wrote a report and made it public online in
March 2009.1* Their warnings widely echoed in cyberspace.

The reason why they called it “GhostNet™ is that it was not clear who
were operating the malware network. It is easy to saycyber security is
important, but it is hard to feel its importance for real. However, clear and
present massive scale of attacks broke outon the east and west sides of the

Pacific Ocean.

13) Richard A. Clarke, and Robert K. Knake, Cyber War: The Next Threat to
National Security and What to Do about It, New York: ECCO, 2010, pp.1~11.
14) Information Warfare Monitor, Tracking GhostNet :@ Flnvestigating a Cyber

Espionage Network, March 29, 2009 <http://www.infowar—monitor.net/research/).
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3. Cyber Attacks against the United States and South
Korea in July 2009

In July 2009, right after the U.S. Independence Day holidays, someone
started DDOS (Distributed Denial of Service) attacks against governmental
and commercial Internet sites in the U.S. More than 20 Internet sites
including the White House, Department of State, Department of Justice,
Department of Defense, Yahoo! and amazon were targeted.

On July 7 through 9, South Korean Internet sites such as Ministry of
Defense, National Congress, National Intelligence Service (NIS), popular
auction sites, financialsectors were attacked. Infected computers were
spreading over South Korea and 18 other countries. Major attacks occurred
in a wave fashionat 18:00 on 7th, at 18:00 on 8th and at night on 9th. The
Chief of the Korean Prime Minister's Office said in a task force meeting,
“This is an attack against our country's system and an act or provocation
to our national security.” Later analysis indicated that the attacks against
two countries were done by the same program.

At first, Korean National Intelligence Service told some members of the
National Congress about possibilitiesof North Korean involvement. But no
clear evidences were presented. The South Korean government received
information saying that the North Korean government had issued an order
to develop computer programs to crack South Korean communications
systems. Two weeks later, the government gained signs of simulation tests
targeting KISA (Korean Information Security Agency) and a university in
Pusan. These pieces of information lead to suspicious notion of North
Korean involvement, However, most of Internet users didn't find serious
problems during the attacks. They just felt that connections were slower.

Infected computers became disabled, but no serious damages were reported.
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After the attacks against the two countries, the South Korean
government sent an inquiry to the Japanese government on eight computer

servers in Japan. These servers seemed to be used as stepping stones for

the attacks.!® Stepping stone is a way of hiding traces of a real attacker,

The eight servers were owned by private sector and owners of the servers
had no idea of how their servers were used for the attacks.
As three of the eights had a fixed [P address, they were identified and
specific programs of stepping stone were found. The other five were used

in commercial internet service providers and dynamic [P addresses were
allocated to them. As it is against secrecy of communications to identify

them, the five were still unknown,
The programs, which were found in the three servers, were the same.
However, it was not possible to locate the route of which they were infected.
In the program, a code to direct targets was found. Only the targets listed

were attacked. But the program itself could not be fully revealed.

Information, which leads to who was a real attacker and where he/she was
located, was not available. And North Korean involvementwas not proved.

North Korea didn't have their own IP addresses and it was borrowing them

from China. IP addresses which were used in the attacks were said to be

owned by China.

The fact that Japanese ally (the U.S.) and its neighbor (South Korea) were
responded to this. We want to focus on National Police Agency, Ministry of

attacked impressed the Japanese leaders. We will see below how they

Defense, and National Information Security Center (NISC).

15) Interview at the National Police Agency on July 2, 2010.
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Responses by Japanese Government

1. National Police Agency

The attacks in July 2009 heightenedsense of tension in National Police
Agency. Attacks to the neighboring country made the Japanese
governmentrecognize cyber attacks as real and direct threats. The Agency
started making schemes to prepare for future attacks, and the July 2009
attacks became a good example to refer. On March 19, 2010, the government
set up a new structure to deal with cyber issues (Figure 5). Under this
structure cyber attack is recognized as one of crises including natural

disaster such as earthquake or eruption. Crisis management mechanisms

| Prime Minister |

| Chief Cabinet Secretary |

| Deputy Chief Cabinet Secretary |
|

| Deputy Chief Cabinet Secretary |

for Crisis Management

1 L 1 1

Assistant Chief Cabinet Assistant Chief Cabinet Cabinet Public Director of
Secretary Secretary Relations Cabinet
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Councilor (Deputy m‘;z:;gﬂ:;:f:;;s:;v I Councilor
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Figure 5: Crisis Management Structure for Cyber Security

Source: National Police Agency
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will start working when an attack breaks out.

In addition, the National Police Agency has a fixed 24—hour monitoring
system of Internet traffics in 150 points nationwide. And the Agency has
contacts with 600 critical infrastructure operators. If they find a suspicious
activity, they will report to the Agency. The operators are advised to make
security policy and to set up a nighttime response window.

These kinds of structural changes were lead by Mr. Hirofumi Hirano, then
Chief Cabinet Secretary. After looking at the July 2009 attacks, Mr. Hirano
asked his staffs what would happen if Japan were attacked in this manner,
and ordered them to prepare for future attacks. Although there had been
discussions to prepare for cyber attacks since spring of 2008, serious
preparations started right after his direction.

The National Police Agency has not officially evaluated the July 2009
attacks. Officers in charge felt that the attacks were more demonstrating
than harming, but they were too long fora demonstrating purpose. DDOS
attacks don't take any data from attacked servers. It is difficult to know

the real intention of the attacker.

2. Ministry of Defense

The Ministry of Defense of Japan thought that the influence by the July 2009
attacks were minimum, because its systems including the Self Defense Force
(SDF) were quite independent from the Internet.!6 Note, however, that the
Ministry was thinking of cyber security as computer system level until the release

of “Information Security Strategy for Protecting the Nation” in May 201017

16) Interview at the Ministry of Defense on October 4, 2010,
17) NISC, Information Security Strategy for Protecting the Nation, May 2010,
available at <http://www.nisc.go.jp/eng/pdf/New_Strategy_English.pdf).
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The Ministry started thinking that it should be considered as national
security level.

It was less important for the Ministry of Defense that Japanese ally (the
U.S.) and neighbor (South Korea) were attacked. The Ministry was thinking
that such attacks could come to Japan anytime. The U.S. Military has a
long tail of logistics in order to deploy troops overseas, for example in Iraq
or Afghanistan. On the contrary, the SDF is not expected to deploy overseas
due to the constitutional limit. Then, the main goal of the Ministry is to
protect its command and control systems inside Japanese territories.

The Ministry is preparing enough to threats from outside Japan, but there
is still a problem of internal threats as WilliamdJ. Lynn, Deputy Secretary
of Defense, wrote in his Foreign Affairs article.!® Although users of the
systems are strictly limited, devices such as USB memory stick are easy
and convenient. It is difficult to stop such ill-planned actions completely.
Confidential information can be flown out through such devices and virus
or malware can be brought into systems.

In case of emergency, the National Police Agency and the Ministry of
Defense are mandated to cooperate to respond to the situation (Figure 6).
In order to make it happen under the NISC, the Ministry missions 7 self—
defense officials to NISC.

As the Ministry has no monitoring system such as National Police Agency,
the Ministry can detect attacks against it only, and cannot grasp the whole
picture of attacks against the Japanese government. It needs to get
information through the NISC. And the Ministry does not analyze attacks
by itself. Cyber Clean Center (CCC) which is operated by the Ministry of

Internal Affairs and Communications and the Ministry of Economy, Trade

18) William J. Lynn, III, “Defending a New Domain: The Pentagon's Cyberstrategy,”
Foreign Affairs, vol. 89, no. 5, September/October 2020, pp.97~108.
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and Industry will do such analysis. Needless to say, some attacks cannot be
dealt with by anti—virus software. And there are numerous spam messages
and port—scanning accesses every day. After the Senkaku Islands dispute in
autumn of 2010, there was a slight increase of access to web sites of the
Japanese government, but there was no serious influence. Those increases of
access could be dealt with at the system management level. For the Ministry,
it doesn't matter much who is attacking. In terms of defense, the SDF must
protect the nation from any enemies. Identifying or catching them is out of
scope of the Ministry of Defense. The highest priority is to “protect” the nation.

The Ministry is interested in USCYBERCOM, which the Obama
administration set up. It is possible that the Ministry would have a similar
organization under the SDF. In order to protect the nation, the Ministry and
the SDF must protect their own communications system first. And they are

going to set up “cyber space defenseunit” (tentative title) by March 2011,19

IT Strategy Headquarter
(Lead by Prime Minister)

= =

Information Security Policy Council
(Lead by Chief Cabinet Secretary)

;l> Police
NISC <t MIC
Others METI

Defense

Figure 6: Organization for National Information Security in Japan

Source: Cabinet Office

19) Ministry of Defense, “Japan's Defense and its Budget,” Ministry of Defense,
2010, p.8.
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3. NISC
As Internet population in Japan started growing in 1999 or 2000, cyber
There were several web

security measures became a policy issue.
falsification incidents allegedlyfrom foreign sources. In February 2000 the
Information Security Section was created under the Cabinet Office. And it
became the National Information Security Center (NISC) in April 2005, Next
month of that, the National Information Security Council was established.

In the background of these movements, realization of safe environment for
ICTs, that is, realization of “advanced information security country,” was

regarded vital to sustainable development of the Japanese economy and
higher welfares for the Japanese nation. NISC is serving as secretariat
bureau of the National Information Security Council and is developing
various kinds of strategies, initiatives and goals. It is also mandated to
coordinate public—private common information (or cyber) security policies.
The Council was established by the Chief of the IT Strategy Headquarter,
that is, Prime Minister of Japan, on May 30, 2005. The Chief Cabinet
Secretary is chairing the council and deputy chair is Minister of State for
Science and Technology Policy. Members of the Councils include the
Commissionerof the National Public Safety Commission, Minister of Internal

Affairs and Communications, Minister of Economy, Trade and Industry,
Minister of Defense. And six expert members from the private sector join

1,20

the Counci
The Council released its “First National Strategy on Information Security:
Toward the Creation of a Trustworthy Society” on February 2, 2006.2! It

20) The author is one of the expert members of the Council.
21) http://www.nisc.go.jp/active/kihon/pdf/bpc01_ts. pdf
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covered fiscal year 2006 to 2008 and mandated to publish a plan for each
year. The “Second National Strategy on Information Security: Aiming for
Strong ‘TIndividual and ‘Society in IT Age” was released on February 3,
2009 covering FY 2009 to 2011.

However, after the Second National Strategy, in July 2009, the massive
scale of cyber attacks against the United States and South Korea broke out.
In August 2009 the Liberal Democratic Party (LDP), which had been in a
ruling position for a long time, was lost in a national election, and the
Democratic Party of Japan (DPJ) made a coalition government. Then, the
Council and the NISC started revising previous policies and released “the
Information Security Strategy to Protect the Nation” on May 11, 2010. This
strategy covers FY 2010 to 2013 including the Second National Strategy and
mandated annual plan to be created. The first page of the Strategy says
like below.

After the Second National Strategy on Information Security was
resolved, a large—scale cyber attack took place in the United States and
South Korea in July 2009. Also, numerous incidents of large—scale
private information leaks occurred one after another.

The large—scale cyber attack in the United States and South Korea
particularly alerted Japan—where many aspects of economic activities
and social life are increasingly dependent upon Information and
Communication Technology (ICT)-to the fact that a threat to
information security could be a threat to national security and require
effective crisis management, %

It means that the cyber attacks against the United States and South

Korea played a critical role in the revision of Japanese cyber security

22) NISC, Information Security Strategy for Protecting the Nation, May 2010,
available at <http://www.nisc.go.jp/eng/pdf/New_Strategy_English.pdf).
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measures.

The basic principle of the Strategy has three points. First, strengthening of
policies and upgrading of counter measures, second, establishing information
security policy to be adjusted into new changing environmentsand third,
transformation from reactive information security measures to proactive
ones. It is not fair to say that cyber attacks were neglected or considered
less serious in the First National Strategyand the Second National Strategy.
However, it is noteworthy that cyber attack concerns hitched to the fore in
the Strategy.

In the last week of September 2010, U.S. Department of Homeland
Security had the world's largest simulation called "cyber storm" in
cooperation between the government and the private sectors. Japan joined
it for the first time! NISC, National Police Agency, Ministry of Economy,
Trade and Industry, and non—profit JPCERT/CC. More than 3000 people in
13 countries participated in the simulation. It was the third cyber storm
after February 2006 and March 200823

Cyber security was not so high in DPJ's policy agendas. The Council's
meeting was not held for 9 months after DPJ took the administration in
August 2009. Soon after taking the office, DPJ announced that minister—
level meetings, which were created under LDP administrations, should be
reviewed, merged, or abolished. In the review process of government works,
various kinds of budget were cut or reduced. It was said that NISC's
activities were also to be influenced.?* But it is also true that existence of
the Council and NISC was buried in flooding policy agendas that the new

administration tried to rethink. Prime Minister, Chief Cabinet Secretary

23) Erika Toh, “13 Countries Cooperate to Combat against Cyber Attacks,” Asahi
Shinbun, October 4, 2010,

24) Actually 18 ministerial meetings were abolished by November 2009,
http://www.kantei.go.jp/jp/tyoukanpress/rireki/2009/11/17am_siryou.pdf
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and otherministers were too busy to work on other issues.

About one month after the release of the Strategy, Prime Minister Yukio
Hatoyama resigned and Naoto Kan, new leader of DPJ, succeeded the
administration. Under the new cabinet, the National Information Security
Council's meeting was held on July 22, 2010, and it authorized its annual
plan called "Information Security 2010." The first item in it is "upgrading
counter measures for large—scale cyber attack situations" and 19 policy

items were listed in the plan.

Changes in East Asia

1. China

East Asia is one of the hottest regions in the world in terms of cyber
activities including cyber attacks. The number of Internet users are growing
rapidly mainly due to China and India, largest population countries in the
world. Hottest spots for cyber security in the region are China and South
Korea. Japan is sometimes a target of cyber attacks from China and South
Korea due to historical disputes, but they are not sole reasons. Today s
political systems and international situations around both of the countries
are influencing cyber security in East Asia.

Chinese presence in cyberspace is becoming greater and greater. The
whole Internet population is estimated as around 1.6 billion, and Chine
takes one fourth, more than 400 million as of March 2010. However, the
penetration ratio in Chinese population is still around 30%. If the number

goes up to the same level as developed countries, Chinese presence will be
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overwhelming.

However, China is 'notorious’ for attacking other countries online. The
Times reported in 2007 that China is trying to achieve "electronic
dominance" over each of its global rivals by 2050, particularly the US,
Britain, Russia and South Korea. According to the same article, the
Pentagon logged more than79,000 attempted intrusions in 2005. About
1,300 were successfulincluding the penetration of computers linked to the
U.S. Army s 101st and 82nd Airborne Divisions and the 4th Infantry
Division, %

In January 2010, a search engine giant, Google, started disputes with the
Chinese government. It claimed that it could not follow censorship anymore,
which was mandated by the Chinese government, and that their systems,
especially free e—mail service Gmail, were being attacked from China. With
U.S. government’ s support, Google tried to change Chinese government’ s
policy in vain, Google withdrew from the Chinese market in the end and
got a service license to reroute their search engine to its Hong Kong site.

These kinds of news on Chinese cyber attacks are flooding over media,
but the Chinese government is claiming that none of the Chinese
government, the Chinese Communist Party and its People s Liberation Army
are involved in any cyber attacks, and that China is being continuously
attacked by foreign powers. Norton Online Living Report 2009 reported that
53% of Chinese Internet users had experienced cyber intrusion into their
computers, the highest among surveyed countries.

The Chinese government admits that they are introducing censorship

system, or “cyber great wall.” This system is somehow different from

25) Tim Reid, “China’ s Cyber Army is Preparing to March on America, says
Pentagon,” Times Online, September 8, 2007 <http://technology.timesonline.
co.uk/tol/news/tech_and_web/the web/article2409865.ece) (access on May 9,
2010).
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conventional censorship in the 20th century. It is definitely impossible to
check all the traffics in the Internet. The scale of data is exploding.
Computer programs do most of the censorship procedures and humans make
only political decisions. Very sophisticated “walling” technologies are
introduced into Chinese Internet systems.

It used to be difficult to access New York Times, Washington Post, CNN
and other news media from China, because they sometimes post articles to
criticize Chinese politics. However, the Chinese government lifted its
regulation, as human rights groups outside China made proxy servers to
reroute censorship. Some of online social services such as Twitter, YouTube,
and Facebook are still being blocked. These services are very popular
outside China and could be popular in China too. Many Chinese users are
using Twitter with some alternative methods. It is a big irony that a
socialist country is blocking social media. Not only Google but also other
search engines are following a black list of search key words. Results of
keyword searches are different inside China.

It is quite strange that there are a lot of cyber crimes and attacks in
China while the government is maintaining stronger control over the
Internet. Both of Internet connection service providers and content service
providers must be registered and providers watch their customers in detail.
Even when a Chinese citizen uses an Internet café, he/she must register an
ID. The government is also regulating international traffics, because all of
international gateways are under control of the government. If the
government is really serious, it can stop “illegal” or suspicious traffics. This
point makes people outside China to believe in government s involvement

in cyber attacks against foreign countries.
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2. South Korea

South Korea was the earliest broadband adopter for mass market in the
world. The country saw serious economic downturn in the Asian
economic/financial crisis in 1998. In order to recover from the depression,
President Kim Tae—jung proposed “Cyber Korea 21" in 1999 and introduced
ambitious technologies and policies to make the country fit into a new
political and economic modes in the digital age. Key technologies include
semiconductor chips, ADSL (Asymmetric Digital Subscriber Line) for
Internet broadband access, and CDMA (Code Division Multiple Access) for
mobile phone. Samsung and other digital vendors went global, while
Japanese vendors stuck to its domestic market.

There are many reasons why South Korea got advanced in broadband
adoption. One of themis more than 1/5 of the total population is living in
Seoul and most of them are living in apartment complexes. It is costly to
lay broadband access technologies in vast areas, but the population in South
Korea is concentrating in Seoul and several cities. People competed to gain
faster speeds to get jobs, educate children, buy cheap, and other purposes.

The success in broadband penetration made the South Korean to feel
proud of their new cyber cultures. They are important part of life there.
However, new threats of cyber security arose at the same time, especially
ID theft. A big boom of online economy in South Korea was made possible
by its resident registration number, which is assigned to every citizen in
South Korea in order to burn out North Korean agents hidden in South
Korean society. All of Internet service sites requested users to register their
own numbers. The number system helped service providers to understand
customers better. However, theft of ID numbers became a serious social

problem. Financial fraud, impersonation, privacy invasion and other crimes
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and attacks were seen. In addition, computer viruses and spam mails were
getting worse.

South Korean government s third ICT promotion plan, “e—Korea Vision
2006,” published in April 2002 included a chapter for cyber security saying
that advancement of cyber security infrastructure by public—private
partnership was needed. The Ministry of Information and Communication
published “Secure e~Korea 2002-2007" in July 2002, However, on January
25, 2003 Slammer worm started bringing serious damages to core Internet
servers in South Korea. The services were forced to shut down for several
hours. This incident is called “1.25 Big Confusion.” In order to protect the
nation, the South Korean government issued “National Information Security
Basic Directive” in 2004.

In 2008 President Lee Myung—bakreorganized the Ministry of Information
and Communication, and its functions were transferred to Ministry of Public
Administration and Security (MOPAS), Ministry of Culture, Sports and
Tourism, and Ministry of Knowledge Economy (MKE). And Korea
Communications Commission (KCC) is regulating the industry now.
However, national security perspective of cyber security is administrated
by the National Intelligence Service (NIS). Under NIS, National Cyber
Security Center (NCSC) is the core of policy making. Outside the
government, KISC is a CSIRT (Computer Security Incident Response Team)
and KISA (Korean Information Security Agency) is playing a role to bridge
between the government and the private sector.

The large—scale cyber attacks against the U.S. and South Korea in July
2009 was a big shock to South Korea. They had been ready for those kinds
of attacks because their neighbor North Korea could be a major source of
any threats and it was easy to expect North Korea would start a cyber
attack. But they got big damages. One of Korean journalists wrote, “South

Korea was proud to be an Internet advanced nation and its economy is



U=o| Aol HOtnt HEHEE : SotAlote MER2 Yol st g 99

supported by exports of IT-related technologies. The biggest loss in this
attack was that its image was hurt.”

We still don't know who did the attacks, but the South Korean government
is more serious now to defend its cyber domain from any attacks by North
Korea and others. For example, in February 2010, the South Korean
government proposed to set up an organization for international cyber
security under the United Nations and to locate it in Seoul. It was not
agreed, but the government understands well why it must protect its cyber

infrastructures.

K Conclusion

In order to respond to changing situations in East Asia after the end of
the Cold War, widening scope of intelligence activities to get rid of national
security threats is an important policy agenda in Japan Rising possibilities
of cyber attacks in recent years added a new role to intelligence agencies.
So far, there has been no successful large—scale cyber attack against Japan.
Needles to say, it does not guarantee an attack would never come in the
future. As a goal of intelligence is to find clues and signs of such threats
beforehand, we might be able to say that intelligence is working. Even if
so, a failure of intelligence brings huge loss and damage. Not only to stop
an attack, but also to respond to it in a better way are necessary to be
considered,

The attacks in July 2009 build a momentum to move forward Japanese
cyber security measures. The change of administrations is a big factor, but

it is noteworthy that the Second Information Security Basic Plan was
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overwritten while it was still active after the attacks.

NISC is not within the Japanese intelligence community, but it must help
the community and political leaders for better approaches. Its role is critical
in cyber security preparedness. We need to define NISC's role more clearly
in national security environments.

Widening scope of intelligence in society might raise anxieties over
privacy and other basic human rights. For example, we might need executive
power to wiretap communications to prevent cyber terrorism, which
Japanese law doesn't allow (but wiretapping for law enforcement purposes
is allowed). The Council and NISC are publishing a series of strategies, but
we need concrete policy measures to fulfill them. Among other things,
Prime Minister's and his cabinet's political will are needed to move forward
the Council, NISC and other related agencies and private sectors towards

better preparation to protect thenation.
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RUSSIA’S MILITARY MODERNIZATION :
IN SEARCH OF A 21" CENTURY STRATEGY

Dmitri Trenin || Director, Carnegie Moscow Center

In 2008, after nearly two decades of neglect, the Russian leadership
finally embarked on a military reform. The decision must have been taken
the year before, with the very unusual appointment of Anatoly Serdyukov,
a man without any previous experience with the defense establishment, and
it was made public in the wake of the five—day war in South Ossetia, which,
although resulting in Russia’ s resounding victory over Georgian forces,

exposed a number of glaring weaknesses of the Russian military.

In 2011 the Kremlindecided on a large—scale effort to modernize the
Russian defense industry. It allocated 20 trillion rubles, or about 700 billion
dollars, over a decade to upgrade the weapons and equipment which the
Russian military is using. This effort amounts to a significant change in
the Russian government’ s priorities since the break—up of the Soviet Union,
This is material proof that military issues are no longer on Moscow s
backburner: they are very much front and center. Inevitably, they also

require a major commitment of financial resources.

In the four years, the military reform effort, led by Defense Minister
Serdyukov with full support from Vladimir Putin, has brought some

significant results.
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— The oversize officer corps was trimmed by over 100,000, and the
remaining officers’ pay was doubled or tripled, to make it competitive
with the civilian sector;

— the many cadre units (10~20% of assigned strength), and the under
strength units (50% of their assigned personnel), which only made sense
for a WWII—-style mobilization effort, were dismantled, alongside many
military bases, storage facilities, and compounds;

— a new command structure of the Russian Armed Forces came into being,
based on three levels: the General Staff of the Armed Forces — Regional
Commands — brigades, as applied to the Land Forces, and equivalent
in the other services:

— large—scale military exercises were resumed, all the way up to the
strategic level;

— outsourcing is being practiced for the first time, with military personnel
being relieved of non—military chores;

— political control over the military was strengthened, with the appointment
of the first fully civilian Minister of Defense and with the Chief of the
General Staff being made fully subordinate to him.

The impetus for the reform has been a long—overdue basic reassessment
by the Kremlin of Russia’ s strategic situation. Two decades after the end
of the Cold War, a large—scale conflict against several major adversaries,
formerly the principal mission of the armed forces, has been deprioritized
as far less probable than ever before. Instead, local wars along the
perimeter of Russia' s borders — like the Chechen campaigns of the 1990s
and the early 2000s or the 2008 war against Georgia — were elevated to
being the principal likely form of military engagement. This made it possible
to do away with the traditional mobilization system, which had been the

backbone of the Russian defense establishment for the last 130 years.
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The central idea of the reform has been to optimize the bloated military
establishment and to increase the availability of military tools to the
political leadership. In 2006, President Putin complained that during the
Chechen war only 65,000 servicemen — out of the Armed forces’ nominal
strength of 1,400,000 — could be used against the terrorist threat in the
North Caucasus. In 2008, only 13% of the Army units were in a permanent
state of readiness. The ambition — now being implemented — is to build a
standing military force which would be more mobile and permanently ready
for engagement. The notion of combat readiness has also been revised: from
24 hours from the moment of notification to embarkation onto the area of

engagement to just one hour.

Another major axis of the reform has been improving the command and
control structure. No longer fixated on managing mobilization, the new
structure has to focus on operations, Thus, two out of five levels of
command — division and regiment — were dismantled, with divisions re—
formed into brigades, consisting of battalions. The military districts —
whose number shrank from six to four — kept the title, but were actually
transformed into joint strategic commands, responsible for all the military
forces within their geographical area. This resulted in scratching 91% of
Army units and just under 50% of all units in the Air Force and the Navy.
New units, moreover, are to use similar standardized types of weapons and

equipment,

Key to the reform is the personnel factor. The surplus of senior officers
has been reduced, from 335,000 commissioned officers in 2008 to 220,000,
The number of contracted men (NCOs and volunteer soldiers) is to go up
from 180,000 in 2012 to 425,000 in 2017, and the number of conscripts,

historically the mainstay of the Russian military, is to decrease to 270,000
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by 2017. The pay and benefits of the military personnel and the pensions
of retired military officers have been more than doubled, in order to attract
better quality people to the Armed Forces and to ensure reenlistment of the

contracted servicemen.,

Finally, the arms, ammunition and equipment of the Armed Forces are to
beradically upgraded. The share of modern weapons, estimated at 30% now,
should grow to 70% by 2020 — even if the definition of what constitutes
“modern” is not clear. The share of materiel acquisition in the defense
budget, which stood at 20% in 2000, is set to grow from 38% in 2010 to 59%
in 2013, Russia’ s defense expenditure is expected tol rise from 2.9% of GDP
in2011 to 3.9% in 2014. Even though, in dollar terms, the Russian defense
budget is a puny 7% of that of the United States , Russia s defense burden
will rise considerably: in 2014, according to SIPRI, which usually adds 1.5%
to official Russian figures, Russia will surpass the current U.S. level of
4.8% of GDP. This is much higher than in Europe or in China.

The Russian defense industry, which employs about 1.5 million people, or
1.5% of the workforce, faces a similar prospect of restructuring,
consolidation and reform, in order to be able to rise to the Kremlin's new
demands. As with the Ministry of Defense, a new energetic person, Dmitry
Rogozin, an ambitious politician and a former ambassador to NATO, was
selected by the Kremlin in 2011 to oversee the transition to a more modern
defense industrial complex. Vladimir Putin, re—elected President in 2012,
vowed to make the defense industry the locomotive of his policy of ‘re—
industrialization”. So far, little progress has been made, but the problems

of the industry have been thrown into sharper relief.

The main issues include ageing workforce, production and plant the
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archaic outsize structure (over 1,700 companies in 2010, with even the
largest among them rather small by international standards) a general lack
of competitiveness and transparency; widespread and pervasive corruption;
opaque and unrealistic pricing mechanisms; a stark divide between the
export—oriented enterprises, which are thriving, and those which produce
for the domestic market,which are depressed: ineffective research and
development practices; too little foreign cooperation; and chronic

underfunding of the industry in the past two decades.

The Kremlin has strengthened the role of the MOD vis—a—-vis the defense
companies, and laid down its military—technological prioritiesto 2020. These
include: strategic systems providing nuclear deterrence; airspace defense
systems communications, automated command, control, intelligence
equipment; electronic counter—measures; drones: unmanned strike systems;
transport aircraft; naval systems, especially for the Arctic and the Pacific;
precision—guided weapons systems and munitions; individual soldier s

protection means.

The Kremlin' s will to spend the promised funds on military modernization
is there, despite the slower economic growth in the country (between 3—4%
p.a. in the medium term) and tight budget constraints caused by stagnating
or falling oil prices. It is not clear, however, whether the defense industry
can be optimized and restructured in the next few years, even to the same
degree as the Armed Forces. What is absolutely clear though is that without
such optimization and restructuring the significant funds allocated for
national defense will likely be misappropriated or spent on the things which

will not increase Russia’ s military capabilities.

There is another cause for concern, What is conspicuously missing in the



116 2iAlot 2o Schat @ 21417 HM2FS 3H0tN

0

Russian reform efforts is an attempt to come up with a new security and
defense “software”. True, the Presidential decree of May 7, 2012, mandates
the establishment of a “qualitatively new system of analysis and strategic
planning for national defense for the next 30-50 years” which should
provide guidance to the national weapons program. This is a commendable
step, which foresees integrating analysis and forecasting of global and
national trends in economics, domestic, foreign and security policy, science
and technology, demographics and other key areas. Underlying such
analysis, moreover, thereneeds to be a 21°° century worldview, free from the

stereotypes of the Cold War era.

Russia’ s new military doctrine was formally adopted in 2010. It all but
eschews the notion of a large—scale war which for many decades formed
the centerpiece of Russian military thinking. This is a huge step forward,
unblocking the path toward reform and military modernization. Instead of
major wars, the focus in the doctrine is on nuclear deterrence of the
principal powers — primarily the United States — and on local and regional
contingencies. Deterrence, one has to admit, continues to be the centerpiece
of strategic stability in the world, particularly among the leading nuclear
powers. Deterrence, however, plays a very different rolenow, two decades
after the Cold War. A U.S.—Russian nuclear exchange in the 21%* century is
a remotest possibility. There is room, however, for further efforts to enhance
predictability and security in the nuclear area. Strategic relations between
Russia and the United States need to be stabilized by means of trust

building through strategic cooperation, e.g. on missile defenses in Europe.

The issue of missile defense in Europe represents both a challenge and
an opportunity for the medium—term future. The challenge is that, in case

there is no agreement on the issue, U.S.—Russian relations can seriously
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deteriorate over time, making the global strategic balance less stable. The
opportunity lies in developing a formula for cooperation on missile defenses
which would not affect either the U.S. interest of protecting its assets and
allies against a possible Iranian missile strike, or the security of Russia s
nuclear deterrent. Such cooperation would be a true game—changer, capable
of transforming U.S.—Russian strategic relations from their present post—
adversarial and wary state toward a more collaborative and non—adversarial
formula for the future. This, too, would affect the global standing of both

Russia and the United States in a changing world, and in a positive way.

The United States and its NATO allies have made a decision recently to
begin deploying missile defenses in Europe. The Russian Federation has
been invited to participate in this NATO program. For its part, Moscow has
expressed concern over the advanced stages of the NATO program which
provide for deployment of interceptors (SM3 Block IIB) which, the Russians
claim, can shoot down some of Russia’ s own intercontinental ballistic
missiles ICBMs). To guard against that, Moscow has proposed a joint dual—
key missile defense system in Europe or, failing that, concluding a legally
binding agreement with the United States making sure that its missile
defenses in Europe shall not have the capacity against the Russian strategic
arsenal, This Russian proposal, however, is unacceptable to the United

States.

Yet, there is both a need and a way to try to square the circle. The
principal reason for seeking a solution to the issue should be the realization
that the absence of an agreement would leave the United States and Russia
materially worse off and, conversely, that their cooperation would add to
each party s national security. Thus, the issue is either a strategic game—

changer or a game—breaker between Washington and Moscow. The basis
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for cooperation lies in both sides sincere concern about strategic stability
in the world, which is founded on secure nuclear deterrence vis—a—vis each
other and on the ability to neutralize nuclear and missile threats coming
from third parties. What logically follows is that the United States should
be interested in the Russian leadership s continued confidence in the
integrity of its deterrence, and that the Russian Federation should be

concerned about the evolution of the Iranian nuclear and missile programs.

Possible U.S./NATO-Russian cooperation on missile defense in Europe
can be based on the following principles: (1)addressing the evolving third—
country threat from medium—-range and intermediate—range ballistic
missiles banned under the 1987 U.S.—Soviet INF Treaty; (2)enhancing the
effectiveness of each country s response to this threat through mutual
cooperative efforts; (3)using cooperation in the missile defense area to
gradually develop an essentially non—adversarial, collaborative strategic
relationship between the United States and Russia,and thus creating a
security community in the Euro—Atlantic region. These principles have been
developed by the international Commission on Euro—Atlantic Security (EASI

Commission) initiated by the Carnegie Endowment,

A cooperative arrangement built on such a foundation would include the
following key elements: (1)interaction between national/alliance missile
defense systems: a joint missile defense system is unrealistic at this point,
and each sovereign partner remains fully responsible for itsown security and
defense; (2)integration of the parties information assets, providing for real—
time exchange of data on third—country missile activity: (3)functioning
operational protocols allowing parties to intercept missiles flying over their
territory but aimed at the territory of another party; (4)appropriate

technology transfers to make U.S. and Russian missile defense systems
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compatible; (5)codification of the above arrangements in the form of an

executive agreement.

The elements of the proposed arrangement cannot be implemented
immediately. Rather, the United States and Russia should begin by creating
cooperation centers for pooling and sharing information and data from
satellites and radars operating in real time to provide a common notification
about missile attack. Such centers should be established in a NATO country

(e.g., Poland or Belgium) and in Russia.

Each should be staffed by NATO and Russian officers working side by
side to form a uniform picture of missile activity in the relevant area. In
essence, creation of such centers would implement the U.S.—Russian
agreement reached already in 2000 on early warning data exchange, this
time on a higher level of interaction and integration. While the Moscow
center would focus on integrating dataand forming a comprehensive picture,
the center in a NATO country would focus on coordinating response to
actual missile threats. For this purpose, joint U.S.—Russian command-—
staff exercises on ballistic missile defense, which were resumed in March
2012, should be expanded in scope to include defense against medium— and

intermediate—range missiles.

The essential and most sensitive part of any arrangement on cooperative
missile defenses in Europe is making sure that as both the United States
and Russia deploy their interceptors, these deployments do not impair the
strategic balance existing between the two countries nuclear weapons
arsenals. The idea is, in a nutshell, to build effective defenses against
Iranian missiles without provoking Russia into considering those defenses

as a threat to itself, and responding by raising its deterrence capability vis—
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a-vis the United States. As discussions within the EASI Commission
Working Group on Missile Defense have demonstrated, meeting that
objective is thoroughly feasible. Thus, U.S. naval ships carrying Aegis
missile defense systems would be capable of engaging their targets from
their deployment areas in the Mediterranean and in the North Sea. Russian
naval ships with S—400 and S—500 systems would be deployed in the Black,
Baltic, Barents and White Seas.

Missile defense cooperation between Russia and the United States would
over time lead to a fundamental transformation of the two countries
strategic relations. It is simply impossible, in the long term, to cooperate
closely on addressing missile threats from third parties while keeping vast
nuclear weapons arsenals pointed at each other. Much better understanding
— “from the inside” — of each partner s national security strategy and its
military doctrine wouldresult in fully cleansing the legacy of the Cold War
from those strategies and doctrines. Cooperation on missile defense would
be truly strategic and equal — unlike joint peacekeeping experience in the
Balkans in the 1990s, which was dismissed at the timeas both peripheral

and hierarchical (and naturally resented by the Russians as such).

A cooperative U.S.—Russian missile defense arrangement for Europe
would essentially demilitarize Russia’ s relations with the West and unblock
progress in a number of areas. In this improved atmosphere, productive
negotiations on non-—strategic nuclear weapons and on strategic non-—
nuclear ones would become possible. This, in turn, would open the way to
new U.S.—Russian agreements on further reductions of their strategic

nuclear weapons arsenals,

A closer look at the other two contingencies — regional and local wars —
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reveals that Russia s security situation is both more and less stable than
ever before. On the positive side, regional wars in Europe and Asia
threatening to draw Russia in are almost as improbable as a Russian—
American nuclear exchange. Most NATO countries, including the leading
ones, Britain, France and Germany, maintain stable and generally
demilitarized ties with Russia. Of the neighbors, with whom Russia fought
wars in the past, relations with Finland are also de facto demilitarized, and
those with Turkey are being transformed in the same direction. The Russo—
Polish reconciliation process, difficult as it is, is under way. What remains
is essentially the Baltic States and Georgia. The former, however, are
members of NATO and the European Union, and a military conflict with
them looks highly unlikely. As to Georgia, a friend of the United States,
the impact of the 2008 war remains a deterrent; moreover, domestic
changes in Georgia do not lead toward renewed confrontation with Russia.
Very importantly, Ukraine has opted for a non—bloc status, putting to rest
Russian fears — at least for now. With NATO' s further eastern enlargement
a non—issue and the missile defense settlement in the works, America,
Europe and Russia would be ready to move toward forming a security
community in the Euro—Atlantic, which should be a prime goal of Russia’s,

as well as America’ s and European countries security policy.

In Asia, relations with China, marred by confrontation from the 1960s
through the 1980s, have been normalized. The two countries solved their
thorny border issue and have engaged in a strategic partnership at global
and regional levels. China’ s military might continues to grow, but for Moscow
as well as Beijing, keeping their good—neighborly relations intact and
developing partnership has no good alternative. A hostile China is Russia’ s
worst nightmare; by the same token, a revived “threat from the north” makes

China’ s strategic position highly vulnerable. Russia’ s relations with Japan,
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despite the dispute over the South Kuril Islands, can become as demilitarized
as those with Europe — if only an appropriate compromise solution to the
territorial issue is found. By contrast, relations with the Republic of Korea
are essentially non—problematic. Moscow, moreover, views Seoul as a highly
valuable economic partner, In future, Seoul—led reunification re—unification
of Korea is considered in Moscow to be both geopolitically stabilizing and
economically promising. Looking across the Pacific, Russia views the United

States as a major element of regional stability.

On the negative side, Russia has to look south, to the restless borderland
of the North Caucasus and the turbulent southern flanks all the way to
Afghanistan and the Middle East. This is an area where Russian forces have
had to engage in a number of conflicts since the late 1970s and where peace
and stability are a long way off. Russia needs to lead in some security
efforts, such as re—energizing the Collective Security Treaty Organization,
and engaging with its allies in the region; it has to find ways to cooperate
with its nominal allies in the region, such as Kazakhstan; to engage China,
India and other regional powers within and outside the Shanghai
Cooperation Organization; and to develop a modus operandi with the United
States. All these efforts have a clear military security dimension, and much

of the groundwork is yet to be laid.

This creates a situation in which Russian military reform and defense
modernization appears an effort to create a body without a brain yet to
direct its activities. A serious national debate is in order to add a truly
strategic dimension to the managerial, financial and industrial ones
already being constructed. The Russian strategic community faces a crucial
task, which will be a test of how mature and how modern its thinking has

become.
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2) Hakan Syren, “Facing realities — in search of a more European mindset”, Cyprus
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¢http://www.consilium. europa.eu/media/1749978/ceumc_keynote_speech_cyprus_
presid_seminar 19 sep2012 2012, pdf)
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Raghavan, Asian Defense Spending, 2000—-2011 (Washington, DC: CSIS, 2012).

4) Military Balance 2012 (London: Routledge, 2012), pp.205~208.
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6) FHAT F9 AP 7T F = (Directorate General for Trade of the European
Commission)o|A4] A58t &4, <http://trade.ec.europa.eu/doclib/docs/2006/september/
tradoc_113472.pdf) (20124 10¥ 17¢ H%)

7) EU 8 927, 8 A4 A9 #A Ad-hoc Working GroupX 1L A| (Brussels:
European Commission, 2010), pp.77~81.
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o} Z=: <(http://trade. ec.europa.eu/doclib/docs/2006/september/tradoc_113472. pdf)

9) Willem Buiter and Ebrahim Rhabari, Trade Transformed. The Emerging New
Corridors of Trade Power (New York: Citi, 2011), pp.22~24.

10) MIF-AFE- possible future development paths #H=. #H% : Avery Goldstein and
Edward D. Mansfield, eds., The Nexus of Economics, Security, and International
Relations in East Asia (Stanford: Stanford University Press, 2012).



128 nize| o Z42t 9ol MY =2 : Ofef Xlojo] Habs HEE HAIS 93t Anje 2

#1: €2 ol X I7te| £2 2 Hii=(20114, & +2€9 %)

UAE 124 CHE 6.3 PRC USA 5.8 HKG 4.3
JPN 141 JPN 113 SGP 75 USA 97 USA 78 IND 8.2
AUS 66 ROK 80 SAU 59 TWA 6.2
| USA 107 JPN 104 THA 62 USA 95

TWA 7.2 JPN 7.8 USA 7.0 ROK 44

JPN 12,6 SGP 13.4
JPN 11.2 USA 171 ROK 9.3 14.1
JPN 11.0 JPN 185 USA 109 USA 148 SGP 8.1 ROK 73 SGP 89
MYS 107 MYS 122 USA 10.7 HKG 11.0 JPN 7.2 IDN 105

JPN 13.0 USA 10.7 USA 85 JPN 7.1 SAU 7.0 HKG 5.6
PN 105 MYS 59 USA 104 USA 59 HKG 6.7

_ HKG 13.0 USA 9.2 USA 11.8 ROK 63 JIPN 589

| ROK 13.2 USA 109 PN 104 JPN 10.8 TWN 8.6 ROK 4.7

=7t A= AUS &, CHE 29A, HKG £&, IDN QI=UAJ0L IND QI=, JPN €&, MYS Z2|0[Al0of, PHL

Za|gE, PRC &=, ROK &=, SAU AL|otatH|OF SGP &7t22, THA Ef=, TWN i, UAE OfZfofn|2|E,
USA 0/=, VNM HIEF

£X : (http://www.gtai.de/GTAI/Navigation/DE/Trade/Maerkte/wirtschaftsklima.html)

2. 82 - X977 EX(A2/AD)
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HofetH A, 229

AL MA A9 A F5A9 o] 5L = Alsket AR
Y AHHO AGRe AES 95| Lot st sokul FaAk, O Alo|H &
e BE SR Feth oly3 &7 Aut g JFE E 4 Ue 37 FF
e FARIE & HT - AY AR EA(A2AD) 7 WafibA] = F2H IHZ9]
A-g3 go] 7] Wi, A - A9 AR BAVE Ao R Fasith= AL o
2~ oh;]_ 11

T 1.

1) ¥t =9+ o5& #X: Andrew F. Krepinevich, “Strategy in a Time of
Austerity: Why the Pentagon Should Focus on Assuring Access,” Foreign
Affairs,Vol. 91, No. 6 (November—December 2012): 58-69; Caitlin Lee, “Planning
beyond the pivot,” Jane s Defence Weekly, 20129 104¥ 31¥, pp.26~32.
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2H5) o 4 QIeh 8 A% SlEglojel xEg o] AEOR Qg Afolu] FHopge
PAf o BASH A 7 HAH B0 g oI R E k2 =AAE A
Fau 4

12) v]= =7 (OSD), Annual Report to Congress: Military and Security Developments
Involving the People’ s Republic of China 2012 (YAEDC: = 2012): 6~10. For
a more detailed assessment, see also: Office of the Secretary of Defense, Annual
Report to Congress: Military and Security Developments Involving the People s
Republic of China 2011 (A EDC: =+ 2011), pp.28~32.

13) Leslie Hook and Robert Wright, “China blocks Vale' s large iron ore carriers,
Financial Times, January 31, 2012, http://www.ft.com/cms/s/0/b0fa84e6—4bf6—
11e1-blb5-00144feabdcO. html#axzz297J49X1k; Fayen Wong and Jeb Blount,
“Vale/China iron ore ship dispute deepens,” Reuters, February 2, 2012,
http://mineweb.com/mineweb/view/mineweb/en/page504?0id=144539&sn=Detail&
pid=504; Alison Leung and Randy Fabi, “China’ s ban on Vale' s iron ore carriers
costs Chinese firms,” Reuters, May 10, 2012, http://www.mineweb.com/mineweb/
view/mineweb/en/page504?0id=151218&sn=Detail (accessed October 17, 2012).

14) Permanent Select Committee on Intelligence, Investigative Report on the U.S.
National Security Issues Posed by Chinese Telecommunication Companies
Huawei and ZTE (Washington, DC: U.S. House of Representatives, 2012); U.S.—
China Economic and Security Review Commission, The National Security
Implications of Investments and Products from the People’ s Republic of China
in the Telecommunications Sector (Washington, DC: U.S.-China Economic and
Security Review Commission, 2011).
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15) Shanghai leads the list followed Singapore and Hong Kong. #%: United Nations
Conference on Trade and Development, Review of Maritime Transport (Geneva:
UNCTAD, 2011), p.89.

16) 20109, 592 S=rte] B9 143009 #=2, &3} 3509 F-2, 1%t 150 F2ol &
Tk, ZF=&: Jahresbericht 2011, Flottenkommando, Fakten und Zahlen zur maritimen
Abhéngigkeit der Bundesrepublik Deutschland (Gliicksburg: Flottenkommando,
2011), p.95.

17) http://www.eia.gov/countries/regions—topics.cfm?fips=SCS (accessed October
17, 2012).

18) BP, BP Statistical Review of World Energy (London: BP, 2012), pp.6, 20.
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19) F A AR = A A A= (Department of Economic and Social Affairs), World
Urbanization Prospects: The 2009 Revision (New York: United Nations 2009).

20) 37,100,000% A2 ofel Ao £} 71N g 1910]8], Wel, Behol7t 1 HE
Qith, Tk 59jol] AR, Aalol, 7ekAl7 891ol 4] 10§17,

21) 2 UN-HABITAT, The State of Asian Cities 2010/11 (Fukuoka: United Nations Human
Settlements Program, 2010), http://www.unhabitat.org/pmss/listltemDetails, aspx?
publicationID=3078 (accessed October 17, 2012).

22) Robert D. Kaplan, The Revenge of Geography: What the Map Tells Us About
Coming Conflicts and the Battle Against Fate (New York: Random House 2012),
p.123.
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23) UN-HABITAT, The State of Asian Cities 2010/11, p.184.

24) R. J. Nicholls et. al., Ranking Port Cities with High Exposure and Vulnerability
to Climate Extremes: OECD Environment Working Papers No. 1 (Paris: OECD,
2008), pp.23~27.

25) Charles Emmerson and Glada Lahn, Arctic Opening: Opportunity and Risk in
the High North (London: Chatham House, 2012), p.30: Svend Aage Christensen,
Are the Northern Sea Routes Really the Shortest? Maybe a Too Rose—Coloured
Picture of the Blue Arctic Ocean: DIIS Brief (Copenhagen: Danish Institute for
International Studies, 2009).

26) Joshua H. Ho., “The Arctic Meltdown and its Implication for Ports and Shipping
in Asia”, in Arctic Security in an Age of Climate Change, ed. James Kraska,
(Cambridge, UK: Cambridge University Press, 2011), pp.39~40.

27) otAlof 7HHF-2-3) (Asian Development Bank), Asian Development Outlook 2012
Update. Services and Asia’ s Future Growth (Manila: Asian Development Bank,
2012), http://www.adb.org/sites/default/files/pub/2012/adou2012. pdf (accessed
October 17, 2012).
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28) Anthony H. Cordesman, The Lessons and Non—Lessons of the Air and Missile
War in Kosovo: Executive Summary (Washington, DC: Center for Strategic and
International Studies, 1999).

29) MFAFES o2& 2! Department of Defense, Strengthening Transatlantic
Security: A U.S. Strategy for the 21st Century (Washington, DC: Department
of Defense, 2000), p.15.
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£X : Multinational Projects (Brussels: NATO, 2012), http://www.nato.int/nato_static/
assets/pdf/pdf_2012_10/20121008_media—-backgrounder_Multinational-
Projects_en.pdf

30) George Friedman, “The Emerging Doctrine of the United States”, Stratfor, 2012
10¢ 9¢.

31) Tom Withington, “Libya Lessons: NATO hears Calls for Better C2, More
Targeting Experts,” Defense News, January 25, 2012, http://www.defensenews.com/
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Jane s Defence Weekly, 20124¥ 109 3¢, p.5.
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34) Ghent Initiative o] &ol|, F=r X ZefA= ity e 7183 S 7F2sks =22 %
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35) Intensifying Military Cooperation in Europe. Ghent Initiative. Food for Thought Paper,
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March? Egmont Security Policy Brief (Brussels: Egmont Royal Institute for
International Relations, 2012), p.2.

44) 7} A4 B o2& #Z: Valasek, Surviving Austerity, pp.21~27; Henius/
MacDonald, Smart Defense, pp.32~47; Maulny/Liberti, Pooling of EU Member
States Assets in the Implementation of ESDP pp.16~18; Claudia Major,
Christian Molling, and Tomas Valasek, Smart But Too Cautious: How NATO
Can Improve Its Fight Against Austerity (London: Center for European Reform,
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52) 7S o3-S F2: Ralph Thiele, “Smart Defense in the 21st Century,” The Korean
Journal of Security Affairs,Vol. 17, No. 1 (2012 6%), pp.83~99, in particular,
pp.93~99.

53) “ADMM-Plus: Strategic Cooperation for Peace, Stability, and Development in the
Region,” Chairman’ s Statement for the First ASEAN Defence Ministers’ Meeting—
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Plus, 3t=°], 2010 109 124, para. 17, http://www.asean.org/news/item/chairman—
s—statement—of—the—first—asean—defence—ministers—meeting—plus—admm-plus—
strategic—cooperation—for—peace—stability—and—development—in—the—region—ha—noi—
12—october—2010. Among other things, Expert Working Groups address issues like
counter—terrorism, maritime piracy, and peacekeeping. I thank Brigadier Jacques
Lemay for bringing this to my attention.

54) For example, the United States is exploring the idea of an underwater shield
network to protect naval ships. However, this would likely only be the first step
in a more sophisticated underwater defense system. See: Michael Fabey, “U.S.
Navy Seeks Undersea Aegis—like System,” Aviation Week, October 24, 2012,
http://www.aviationweek,com/Article aspx?id=/article—xml/asd_10_24 2012_p03-
02-509975.xml (accessed November 1, 2012).
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55) For more on this, see: Ronald J. Rapp et. al.,
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56) “China hackers enter Navy computers, plant bug to extract sensitive data,”
The Indian Express, 1 July 2012, <http://www.indianexpress.com/news/china—
hackers—enter—navy—-computers—plant—-bug—to—extract—sensitive—
data/968897/0) (accessed 18 October 2012).
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58) Baltic Icebreaker Management, The World Icebreaker and Icebreaking Supply
Vessel Fleet (Helsinki: Baltic Icebreaking Management, 2008).

59) Charles K. Ebinger and Evie Zambetakis, “The geopolitics of Arctic melt,”
International Affairs, Vol. 85, No. 6 (November 2009), p. 1220; Natalya Kovalenko,
“Russia to build new nuclear icebreaker,” The Voice of Russia, July 4, 2012,
http://english.ruvr.ru/2012_07_04/Russia-to—build—new-nuclear—icebreaker/
(accessed October 18, 2012).

60) In June 2009, the Republic of Korea launched the first icebreaking research vessel,
which was built by Hanjin Heavy Industries. See: http://www.hanjinsc.com/
eng/pr/notice/notice_view.aspx?noticelD=128&SearchField=&SearchWord=
(accessed December 2, 2012). Japan s Maritime Self-Defense Forces also
operate icebreakers, mostly for research purposes. These platforms are built
by United Shipping Corporation. See: http://www.u—zosen.co.jp/en_u—-zosen/
gaiyou.html (accessed December 2, 2012). The Chinese icebreaker Snow Dragon
passed the Arctic Ocean from Asia along the coast of Russia to Iceland, where
it arrived in mid—August 2012, See: Jon Viglundson and Alister Doyle, “Chinese
icebreaker crosses Arctic Ocean. Thaw could open region to oil exploration,
shipping,” Reuters, August 18, 2012, http://www.vancouversun.com/ technology/
Chinese+icebreaker+crosses+ArctictOcean/7110681/story. html (accessed October
18, 2012).
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61) For a critical assessment of the current U.S, strategy vis—a—vis the Asia—Pacific
region, see for example: Lanxin Xiang, “China and the ‘Pivot,” Survival, Vol.
54, No. 5 (October—November 2012), pp.113~128; Robert S. Ross, “The Problem
With the Pivot,” Foreign Affairs, Vol. 91, No. 6 (November—December 2012),
pp.58~69. Among others, Xiang argues that “from Beijing s perspective,
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Washington’ s strategy towards Asia has most of the key features of a cold—
war strategy  (p.117). Similarly, Ross believes that “the new U.S. policy
unnecessarily compounds Beijing s insecurities and will only feed China’ s

aggressiveness” (p.72).
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Keep the United States Locked In
and Engage Europe: Smart Defense
as a Way for the Asia-Pacific Region

to Leverage its Strategic Role

Heiko Borchert!

l%irl

. Executive Summary
. Security and Defense Challenges for the Asia—Pacific

. European Security and Defense: Waiting for Smartness

S

. Asia—Pacific s Road to Smart Defense Cooperation with
Europe and the United States

V. Conclusion

1) Dr. Heiko Borchert is the owner and managing director of Sandfire AG, a Swiss
security and defense consultancy. He is a subject matter expert at the Hague
Centre for Strategic Studies, co—editor of a series of books on the theory and
prac—tice of the Comprehensive Approach, and member of the editorial board of
the journal Zeitschrift fir Aussen—und Sicherheitspolitik. Heiko Borchert
studied international relations, business administration, law, and economics at
the University of St. Gallen, Switzerland, where he also earned his Ph.D. His main
areas of work include security foresight, public—private security cooperation,
critical infrastructure protection, energy security, maritime security, cyber

security, defense planning, and security sector transformation
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Bl Executive Summary

This paper argues that pooling and sharing of defense capabilities is about
tying nations into joint collaborative endeavors. Financial pressure is a
motive for pooling and sharing to shoulder the burden of providing adequate
capabilities. More important, pooling and sharing can also help ensure that
nations that play a critical role for the stability of a region become and
remain engaged to help stabilize it. This should be the primary rationale
for considering pooling and sharing in the Asia—Pacific region. By following
this line of argumentation, Asian—Pacific nations lock in the United States
as the region’ s ultimate balancer. This, in turn, could serve as a useful
wake—up call for Europe. If Europe wants to remain relevant as a
transatlantic partner, the U.S. pivot to Asia must prompt the EU27 to
reconsider its defense and security posture in the Asia—Pacific region.
Pooling and sharing with Asia—Pacific partners might be the only way for
Europe to engage in the region. As a consequence, pooling and sharing
could prove to be most beneficial from an Asia—Pacific perspective, as it
will help bring in new partners that have an interest in the long—term
stability and prosperity of the region.

When it comes to defense and security, differences between the
European Union (EU) member states and Asia—Pacific could hardly be
bigger: Caught in the severest politico—economic crisis of the past decades,
EU countries have turned inward to provide domestic stability. They are
struggling to address the fallout of the crisis, not least by slashing defense
budgets. This has prompted General Hakan Syren, the outgoing Military

Committee Chairman, to warn that “a marginalized Europe is not a risk,
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but a fact.”? As a consequence it is hardly surprising that European defense
capability shortfalls that emerged during the international crisis
management operations in the Balkans in the 1990s and have become even
more prevalent since then still remain to be tackled. Despite these obvious
problems, EU countries are operating in a state of relative geostrategic
tranquility compared to other regions of the world.

The Asia—Pacific region, in contrast, is attracting the world' s attention
for different reasons. Economic progress has turned the region into the new
geoeconomic center of gravity. With full pockets, the region’ s biggest
defense spenders have embarked on a spending spree that is likely to
overtake total European defense spending by the end of 2012.3 Asian—
Pacific countries have managed to remain largely unaffected by the U.S.—
European economic and financial crisis, although trade interrelations do
not render the region immune to problems that affect its key trading
partners. National antagonism, regional tensions, and nationalist policies
are still very well alive in the Asia—Pacific region. In addition, several
countries are beefing up military capabilities not only to deter neighborsbut
also for offensive and possibly pre—emptive purposes.* As a consequence,

the region looks fragile and in need of an overall security framework to

2) Hakan Syren, “Facing realities — in search of a more European mindset,” Keynote
speech delivered at the Cyprus EU Presidency High Level Seminar, Brussels,
September 19, 2012, p.3, http://www.consilium.europa.eu/media/ 1749978/
ceumc_keynote_speech_cyprus_presid_seminar 19 sep2012 2012 pdf(accessed
October 16, 2012).

3) http://www.iiss.org/publications/military—balance/the—-military—balance—
2012/press—statement/ (accessed October 16, 2012). For a detailed assessment
of current Asian defense spending patterns, see: Joachim Hofbauer, Priscilla
Hermann, and Sneha Raghavan, Asian Defense Spending, 2000-2011, A Report
of the CSIS Defense—Industrial Initiatives Group (Washington, DC: CSIS, 2012).

4) 1ISS, The Military Balance 2012 (London: Routledge, 2012), pp.205~208.
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smooth ruffled feathers.

Against this background, a cursory look at both regions might suggest
that European insights on defense cooperation do not matter to Asia-—
Pacific. However, this first impression is wrong. No doubt: EU and NATO
nations are talking about pooling, sharing, and role specialization in light
of dire economic and financial conditions. But from an Asia—Pacific
perspective, the strategic rationale that comes with the notion of Smart
Defense — the NATO label for pooling, sharing, and role specialization — is
about tying nations into joint collaborative endeavors. In Europe, pooling
and sharing is discussed to jointly shoulder the burden of financing scarce
defense and security capabilities. In the Asia—Pacific region, Smart Defense
could be seen as a means to make sure that outside nations become and
remain engaged in the region. This is important to help stabilize the Asia—
Pacific region and organize joint activities to settle problems in other parts
of the world that will be of growing importance to Asia—Pacific nations that
are about to emerge as the world s economic powerhouse, So whereas EU
and NATO nations are talking about Smart Defense among “insiders,” Asia—
Pacific countries could seize the moment and use Smart Defense to
strengthen bonds with “outsiders” from Europe and partners across the
Pacific. This puts a particular spot on the role of the United States in both
regions. The U.S. pivot to Asia can be seen as the ultimate strategic wake—
up call for Europe to engage in pooling and sharing in order to remain
relevant as a partner in the United States key area of interest. Asia—Pacific
countries could see value in pooling and sharing as a means to lock in the
United States as the region’ s ultimate balancer and to solidify relations
with Washington. As a consequence, both EU and Asia—Pacific countries
might have a joint interest in pooling and sharing as a way to advance

cooperation among them and with the United States.
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Bl Security and Defense Challenges for the Asia-Pacific

Europe has at least three overriding strategic interestsin the Asia—Pacific
region. First of all, the region is an important trade partner. Last year, the
EU27 exported goods worth €330 billion (21.6% of EU27 exports) to the
members of the Asia—Europe Meeting (ASEM) and imported goods worth
€532bn (31.6% of EU27 imports) from there.® A more detailed look at
bilateral trade relations reveals that the EU27 very much depend on high—
technology products from Asian suppliers. ASEM countries, for example,
provide over 80% of all EU27 imports of integrated circuits and electronic
components and 78% of the EU s electronic data processing and office
equipment imports.® In addition, ASEM countries such as China, India,
Indonesia, Japan, Singapore, and South Korea are important suppliers of
critical raw materials in some case representing 70% and more of the EU s
totalcritical raw material imports (e.g., rare earth elements).”

Second, given Asia—Pacific' s trade relevance, Europe has a strategic
interest in ensured access to the respective markets and the transport
corridors leading to and from the region. Most recently, however, there is

growing concern that access to the maritime and other domains that

5) Established in 1996, ASEM is an informal cooperation process involving the ten
ASEAN countries and China, India, Japan, Mongolia, Pakistan, and South Korea.

6) Figures according to trade statistics provided by the Directorate General for
Trade of the European Commission, http://trade.ec.europa.eu/doclib/docs/2006/
september/tradoc_113472.pdf (accessed October 17, 2012).

7) European Commission, Critical Raw Materials for the EU, Report of the Ad—hoc
Working Group on Defining Critical Raw Materials (Brussels: European
Commission, 2010): 77~81,
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constitute the global commons (e.g., air, space, and cyberspace) will become
increasingly contested in the twenty—first century. Finally, developments
leading to a deterioration of regional stability in the Asia—Pacific region
can be seen as the ultimate threat scenario, because they will significantly
affect Burope s other two interests.

Several different trends have the potential to seriously distort regional
power relations and thus also affect European interest. From a European
perspective, the following five trends can be singled out as the most

important:

1. Shifting geostrategic and geoeconomic zones of influence

The reconfiguration of geostrategic and geoeconomic zones of influence
in the Asia—Pacific region goes hand in hand with the region’s growing
economic clout. As Table 1 shows, trade relations with China and the United
States matter most across the region. However, at the aggregate level the
EU27 is the region’ s most important trade partner, with an overall trade
volume of €775,433 million (2010).8

This is only a snapshot of the current situation, however. Future trade
projections by the U.S. Citi Bank suggest that China’ s and India’ s rise
will fundamentally alter trade patterns in the next 40 years. By 2050,
China’ s and India’ s expected joint share of 27.2% of world trade will be
almost three times larger than the combined future trade share of the

United States and Germany. This will affect trade corridors. In 2010, intra—

8) Overall trade with the United States accounted for €679.190 million, whereas
foreign trade with China was worth €609.732 million. See: http://trade.ec.
europa.eu/doclib/docs/2006/september/tradoc_113472. pdf (accessed October 17,
2012).
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European trade accounted for 19.9% of world trade,followed by trade among
advanced and emerging Asian countries as well as emerging Asian
countries and Western Europe. By 2050, trade among advanced and
emerging Asian countries is expected to account for 14.9% of the world
total,followed by trade among emerging Asian countries (12.5%) and trade
between emerging Asian countries and Western FEurope (8.3%).
Interestingly, trade between Western Europe and North America, which
accounted for 5.8% of world trade in 2010, is no longer listed among the

world' s top 10 trade partnerships in 205017
Table 1: Major Trade Partners of Selected Asian—Pacific Countries 2011 (in % of total
imports and exports)

Ranking of Trade Partners
No 1 No 2 No 3 No 4

Import Export Import Export Import Export Import Export
\[} PRC 123 UAE 124 UAE 88 USA 107 CHE 63 'PRC 79 USA 58 HKG 43

IDN PRC 18.7 PRC 133 JPN 141 JPN 113 SGP 75 USA 97 USA 78 IND 8.2
JAP PRC 215 PRC 19.7 USA 87 USA 153 AUS 66 ROK 80 SAU 59 TWA 6.2
VASRS PN 126 SGP 134 PRC 126 PRC 126 USA 107 JPN 104 THA 62 USA 95
PRC JPN 112 USA 171 ROK 93 HKG 141 TWA 72 JPN 78 USA 7.0 ROK 4.4
JPN 11.0 JPN 185 USA 109 USA 148 SGP 8.1 [PRC 127 ROK 7.3 SGP 89
MYS 10.7 MYS 12.2 USA 107 HKG 11.0 PRC 103 PRC 104 JPN 7.2 IDN 105
PRC 165 PRC 242 JPN 130 USA 107 USA 85 IPN 7.1 SAU 7.0 HKG 56
JPN 20.8 PRC 11.0 PRC 133 JPN 105 MYS 59 USA 104 USA 59 HKG 6.7
JPN 186 PRC 272 PRC 128 HKG 130 USA 92 USA 118 ROK 63 JPN 59
PRC 236 PRC 11.1 ROK 13.2 USA 109 JPN 104 JPN 108 TWN 86 ROK 47
G, o5 5, ol CHE Svictnd, S g e Y e N el

SAU Saudi Arabia, SGP Singapore, THA Thailand, TWN Taiwan, UAE United Arab Emirates, USA
United States of America, VNM Vietnam

Source : http://www.gtai.de/GTAl/Navigation/DE/Trade/Maerkte/wirtschaftsklima.html
(accessed October 16, 2012)

9) Willem Buiter and Ebrahim Rhabari, Trade Transformed., The Emerging New
Corridors of Trade Power (New York: Citi Global Perspectives & Solutions, 2011),
pp.22~24.
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Up to now, trade relations have always been a strong indicator of security
relations. Thus the big question is how emerging patterns of future trade
corridors will affect security relations in and beyond the region.!® The Citi
Bank study suggests that if the United States and Europe have an interest
in remaining relevant actors in the region, now is the time to leverage

existing trade partnerships to advance security cooperation.

2. Anti-—access and area denial challenges (A2AD)

As the international geostrategic environment is in a state of transition,
developments that endanger the freedom of the global commons have caught
the attention of strategic communities around the world. The global
commons bind together the sea, air, space, and cyberspace domains that
are of paramount importance for the free flow of goods, people, resources,
and information. Actors that are able to manipulate the quality and the
direction of these flows exert strategic influence. This explains the
importance of anti—access and area denial challenges (A2AD) that endanger
unhindered use of the global commons,!! Right now, Asia—Pacific is ripe
with A2AD challenges: For example, rivalingsovereignty claims over marine
resources in the South China Sea are threatening maritime stability in one

of the world s busiest sea lanes. Chinese investments in dedicated anti—

10) For an in—depth look at possible future development paths, see: Avery Goldstein
and Edward D. Mansfield, eds., The Nexus of Economics, Security, and
International Relations in East Asia (Stanford: Stanford University Press, 2012).

11) For a similar argument, see: Andrew F. Krepinevich, “Strategy in a Time of
Austerity: Why the Pentagon Should Focus on Assuring Access,” Foreign Affairs,
Vol. 91, No. 6 (November—December 2012): 58—69; Caitlin Lee, “Planning beyond
the pivot,” Jane's Defence Weekly, October 31, 2012, pp.26~32.
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ship missiles and anti—satellite capabilities are reasons of concern with
regard to the freedom of action at sea and in space,'? In addition, ongoing
disputes between China and Brazil over environmental standards and iron
ore shipping make it clear that A2AD is not only a military problem but
also will affect trade relations.!3 Finally, cyber vulnerabilities that come
with hardware and software products constitute another source of
contention, with adverse effects on bilateral trade relations and the

protection of critical infrastructures,

12) Office of the Secretary of Defense, Annual Report to Congress: Military and
Security Developments Involving the People’ s Republic of China 2012 (Washington,
DC: Department of Defense, 2012): 6-10. For a more detailed assessment, see
also: Office of the Secretary of Defense, Annual Report to Congress: Military
and Security Developments Involving the People’ s Republic of China 2011
(Washington, DC: Department of Defense, 2011), pp.28~32.

13) Leslie Hook and Robert Wright, “China blocks Vale’ s large iron ore carriers,”
Financial Times, January 31, 2012, http://www.ft.com/cms/s/0/b0fa84e6—-4bf6—
11e1-b1b5-00144feabdcO. html#axzz297J49X1k; Fayen Wong and Jeb Blount,
“Vale/China iron ore ship dispute deepens,” Reuters, February 2, 2012,
http://mineweb.com/mineweb/view/mineweb/en/page504?0id=144539&sn=Deta
il&pid=504; Alison Leung and Randy Fabi, “China’ s ban on Vale s iron ore
carriers costs Chinese firms,” Reuters, May 10, 2012, http://www.mineweb.
com/mineweb/view/mineweb/en/page504?0id=151218&sn=Detail (accessed October
17, 2012).

14) Permanent Select Committee on Intelligence, Investigative Report on the U.S.
National Security Issues Posed by Chinese Telecommunication Companies
Huawei and ZTE (Washington, DC: U.S. House of Representatives, 2012); U.S.—
China Economic and Security Review Commission, The National Security
Implications of Investments and Products from the People s Republic of China
in the Telecommunications Sector (Washington, DC: U.S.—China Economic and
Security Review Commission, 2011).
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3. Maritime instability and insecurity

Changing global trade patterns will reinforce the importance of ensured
access to maritime sea—lanes in the Asia—Pacific region. This underlines
the strategic importance of A2AD challenges. The world s busiest harbors
today are in Asia—Pacific. Of the world s ten most important container
terminals in terms of throughput, eight are located in Asia—Pacific.1® In
Germany, for example, access to these ports and the respective sea routes
is indispensable, as more than 60% of Germany s foreign trade (by value)
with India, China, and Japan is shipped.!6

Access to marine resources is another driver for conflicting sovereignty
claims over neighboring Exclusive Economic Zones (EEZ). Interests clash
mainly over oil and gas resources around the Spratly and Parcel Islands.
Estimates vary greatly. Quoting Chinese and other sources, the U.S. Energy
Information Agency reports possible oil resources of up to 105 billion
barrelsand possible gas resources of up to 900 trillion cubic feet.!” If these
resources turned into proved reserves, they would equal approximately the
current reserve capacity of Kuwait (oil) and Qatar (gas).!® As the overall

demand for fossil energy in the region is on the rise, we can expect

15) Shanghai leads the list followed Singapore and Hong Kong. See: United Nations
Conference on Trade and Development, Review of Maritime Transport (Geneva:
UNCTAD, 2011), p.89.

16) In 2010, German total foreign trade with China accounted for €130bn, €35bn
with Japan and €15bn with India. See: Jahresbericht 2011, Flottenkommando,
Fakten und Zahlen zur maritimen Abhédngigkeit der Bundesrepublik Deutschland
(Glucksburg: Flottenkommando, 2011), p.95.

17) http://www.eia.gov/countries/regions—topics.cfm?fips=SCS (accessed October
17, 2012).

18) BP, BP Statistical Review of World Energy (London: BP, 2012), pp.6, 20.
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sovereignty claims over access to these resources to become even fiercer,

thus providing a serious source of instability in the region.

4. Urbanization

According to UN projections, the world population is to grow from roughly
7 billion today to around 9.15 billion in 2050.19 At the same time the
distribution between urban and rural population will change dramatically.
In2009 the distribution was about equal. By 2050, around 6.29 billion people
will live in urban areas and only 2.86 billion in rural areas. In 2025, the
world’ s top 10 urban agglomeration areas will be home to approximately
230 million people. Of these 10 megacities, seven are to be found in the
Asia—Pacific region.?? This will put urban political, economic, and transport
infrastructures under severe stress.?! In this regard, George Kaplan is right
to point out that the “impersonal quality of urban life” can add to the
radicalization of people that were attracted by urban areas promising
economic success and a better way of living as a consequence, it “is in the
megacities of Eurasia principally where crowd psychology will have its

greatest geopolitical impact.”?2 Prospects of failing megacities in densely

19) Department of Economic and Social Affairs, World Urbanization Prospects: The
2009 Revision (New York: United Nations 2009),

20) Tokyo leads the group of megacities in the Asia—Pacific region with 37.1 million
inhabitants, followed by Delhi and Mumbai. Dhaka is fifth, followed by
Calcutta, Shanghai, and Karachi at ranks eight to ten.

21) See in particular: UN-HABITAT, The State of Asian Cities 2010/11 (Fukuoka:
United Nations Human Settlements Program, 2010), http://www.unhabitat.
org/pmss/listltemDetails.aspx?publicationID=3078 (accessed October 17, 2012).

22) Robert D. Kaplan, The Revenge of Geography: What the Map Tells Us About Coming
Conflicts and the Battle Against Fate (New York: Random House 2012), p.123.
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populated instable coastal areas can thus be seen as a key future threat

scenario that will drive future security and defense requirements.

5. Climate change

Climate change can act as a threat multiplier. According to a recent UN—
HABITAT report, “75% of all people living in areas vulnerable to sea level
rises are in Asia, with the poorer nations most at risk”.23 If climate change
leads to refugees and internal displacement, megacities might have to
shoulder an extra burden. In addition, an OECD report analyzing the impact
of coastal floods on infrastructures pointed out that 15 out of 20 cities that
will be affected by coastal floods by 2070 are located in Asia.?* The
consequences are obvious: China, for example, has built most of its import
terminals for the supply of liquefied natural gas (LNG) on the east coast,
which is likely to be affected by raising sea levels. Finally, climate change
could also affect the Arctic region, which would have mixed consequences
for Asia—Pacific. On the one hand, the opening up of the Northern Sea
route could shorten travel distances from Europe to Asian ports by up to 20
days.?® On the other hand, shipping goods to Asia via the Arctic could shift

current shipping patterns towards harbors in the North, there by adversely

23) UN-HABITAT, The State of Asian Cities 2010/11, p.184,

24) R. J. Nicholls et. al., Ranking Port Cities with High Exposure and Vulnerability
to Climate Extremes: OECD Environment Working Papers No. 1 (Paris: OECD,
2008), pp.23~27.

25) Charles Emmerson and Glada Lahn, Arctic Opening: Opportunity and Risk in
the High North (London: Chatham House, 2012), p. 30: Svend Aage Christensen,
Are the Northern Sea Routes Really the Shortest? Maybe a Too Rose—Coloured
Picture of the Blue Arctic Ocean: DIIS Brief (Copenhagen: Danish Institute for
International Studies, 2009).
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affecting current harbor operators that are mainly located in Southeast
Asia.?8

Today, concerns about the negative consequences of these and other
trends are driving defense spending in the Asia—Pacific region. But the
region’ s countries can only afford to expand on the current spending spree,
if economic progress continues. Most recently, the Asian Development Bank
(ADB) has lowered its growth forecast for many Asian—Pacific countries.?’
It is unclear if slowing growth is temporary or structural. In any case, the
new ADB outlook serves as a reminder that steady economic process is far
from guaranteed. Therefore, it is useful to take a more detailed look at

current EU and NATO activities to cope with the impact of financial

shortages on defense.

Bl European Security and Defense: Waiting for Smartness

In NATO and EU circles,the ideas of pooling, sharing, and role
specialization have been circulating for quite some time. The political
momentum in favor of these approaches has been a function of the two
organizations’ performance in ongoing international operations.

Technology matters to armed forces, and technology gaps can seriously

26) Joshua H. Ho., “The Arctic Meltdown and its Implication for Ports and Shipping
in Asia”, in Arctic Security in an Age of Climate Change, ed. James Kraska,
(Cambridge, UK: Cambridge University Press, 2011), pp.39~40.

2'7) Asian Development Bank, Asian Development Outlook 2012 Update. Services
and Asia’ s Future Growth (Manila: Asian Development Bank, 2012), http://www.
adb.org/sites/default/files/pub/2012/adou2012. pdf (accessed October 17, 2012).
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hinder multinational military cooperation. This lesson has been driven home
again and again by all international operations conducted since the 1991
Gulf War. Throughout the 1990s, European nations struggled to provide
military support for international stability operations in the Balkans. In
1999, NATO Operation Allied Force over Kosovo demonstrated Europe s
military ineffectiveness almost brutally.?8 As a consequence, the 1999 NATO
Washington Summit adopted the Defense Capabilities Initiative to focus on
closing gaps in five key areas: deployment and mobility, sustainability and
logistics, command and control information systems, effective engagement,
and force survivability.2?

After September 11, 2001, the pendulum swung in a different direction.
Now the focus was on war—fighting and combatting terrorism in regions
far away from Europe. Cooperation between the United States and its
European allies in Iraq and Afghanistan turned out to be difficult due to
the capability gaps that had been identified before but had not been
remedied. In addition, the overall geostrategic landscape began to change.
As international engagements in the two regions turned from intervention
to stabilization, it became amply clear that the United States would act
more cautiously with regard to international military operations in
coalitions while at the same time preparing a redisposition of its force
posture vis—a—vis the Asia—Pacific region that had already been discussed

in the 1990s. The new U.S. approach of “controlled engagement’ 3° was on

28) Anthony H. Cordesman, The Lessons and Non—Lessons of the Air and Missile
War in Kosovo: Executive Summary (Washington, DC: Center for Strategic and
International Studies, 1999).

29) For more on this initiative, see: Department of Defense, Strengthening
Transatlantic Security: A U.S. Strategy for the 21st Century (Washington, DC:
Department of Defense, 2000), p.15.

30) George Friedman, “The Emerging Doctrine of the United States,” Strat for, October
9, 2012, http://www.stratfor.com/weekly/emerging—doctrine—united—states.
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display in the first half of 2011 during NATO Operation Unified Protector
against Moammar Gaddafi s forces in Libya. Post—operation assessments
suggest that many of the shortfalls identified during Operation Allied Force
were still at play, in particular in the fields of intelligence, surveillance,
and reconnaissance, command and control, specific strike assets, and other
core capabilities.®! In a very illustrative example of the cumbersome

modalities of modern joint warfare, LTC Christopher Bennet, U.S. Air Force

Table 2: NATO's 24 Smart Defense Projects

B NATO Universal Armaments Interface

B Remotely controlled robots for

clearing roadside bombs

Pooling Maritime Patrol Aircraft

Multinational Cooperation on Munitions

Multinational Aviation Training Center

Pooling & Sharing Multinational

Medical Treatment Facilities

Multinational Logistics Partnership

for Fuel Handling

B Multinational Logistics Partnership—
Mine Resistant Ambush Vehicle
maintenance

B Deployable Contract Specialist Group

B Multinational Logistics Partnership—
Helicopter Maintenance

B Immersive Training Environments

B Centers of Excellence as Hubs of
Education and Training

B Computer Information Services E-

Learning Training Centers Network

B [ndividual Training and Education
Programs

B Multinational Joint Headquarters Ulm

B Female Leaders in Security and
Defense

B Joint Logistics Support Group

B Pooling of Deployable Air Activation
Modules

B Theater Opening Capability

B Dismantling, Demilitarization, and
Disposal of Military Equipment

B Multinational Military Flight Crew
Training

B Counter IED-Biometrics

B Establishment of a Multinational
Geospatial Support Group

B Multinational Cyber Defense Capability
Development

£X : Multinational Projects (Brussels: NATO, 2012), http://www.nato.int/nato_static/
assets/pdf/pdf_2012_10/20121008_media—backgrounder_Multinational—-Projects_en.pdf
(accessed October 16, 2012)

31) Tom Withington, “Libya Lessons: NATO hears Calls for Better C2, More
Targeting Experts,” Defense News, January 25, 2012, http://www.defensenews,
com/article/20120125/C4ISR02/301250006/Libya—Lessons—NATO-Hears—
Calls—Better—C2-More—Targeting—Experts (accessed October 17, 2012).
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Europe, told an international conference that Operation Unified Protector
saw “nine different countries with aerial refueling capabilitiessupporting
16 different receiver countries with 27 different types of receiver aircraft.”32

Against this operational background and in light of the dire consequences
of the current economic and financial crisis, NATO and EU countries are
again turning to pooling, sharing, and role specialization to overcome
existing capability shortfalls. At the 2012 Washington Summit, NATO
nations adopted the Smart Defense initiative.?3 Smart Defense builds on the
three core principles of prioritization to bring national capability priorities
in line with NATO s needs; specialization “by design” to enable NATO
members to concentrate on national strengths and coordinate the respective
activities; and cooperation to achieve economies of scale for the provision of
the respective capabilities., To advance Smart Defense, General Stéphane
Abrial (Supreme Allied Commander Transformation) and Ambassador
Alexander Vershbow (Deputy Secretary General) have been appointed as
special representatives. Together with the EU and the defense industry,
NATO nations will use Smart Defense to achieve progress in the areas
outlined in Table 2.

Among EU members, pooling and sharing received a political boost by
the 2010 Ghent initiative,?* The “food for thought paper” tabled by Berlin

32) Quoted in: Gareth Jennings, “US tanker force looks to learn Libyan lessons,”
Jane's Defence Weekly, October 3, 2012, p.5.

33) For more on this, see: http://www.nato.int/cps/en/natolive/topics 84268 htm?
(accessed October 17, 2012).

34) Before the Ghent Initiative, London and Paris adopted a new bilateral defense
cooperation treaty that underlined close cooperation in defense industrial
matters. See: UK—France Summit 2010 Declaration on Defense and Security
Cooperation, London, November 2, 2010, http://www.numberl0O,.gov,uk/
news/uk—france—summit—2010—declaration—on—defence—and-security—co—
operation/ (accessed October 17, 2012).
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and Stockholm identified three categories for advanced cooperation:
increasing interoperability for capabilities and support structures that are
essential for individual nations; exploring opportunities for joint action
“ where closer cooperation is possible without creating too strong
dependencies” (e.g., strategic and tactical air lift); and identifying
“capabilities and support structures where mutual dependency and reliance
(---) is acceptable in an international role— and task—sharing framework
(e.g., military training, fest and evaluation facilities).”?® These ideas were
picked up by the 2010 EU Council Conclusions on Military Capability
Development and have since been taken over for implementation by the
European Defense Agency (EDA). Throughout 2011, the EDA worked on
identifying possible pooling and sharing projects as outlined in Table 3.
Some of these projects are already underway, such as the European Satellite
Communication Procurement Cell, for which EDA signed a contract with
Astrium as the first provider of commercial SATCOM in September 2012, 36
EU Defense Ministers meeting on September 27, 2012, reiterated the
importance of pooling and sharing and agreed on developing proposals for

a voluntary code of conduct.3”

35) Intensifying Military Cooperation in Europe. Ghent Initiative, Food for Thought Paper,
pp.1~2, http://www.robert—schuman.eu/doc/actualites/papsweallpoolsharingnot. pdf
(accessed October 17, 2012).

36) http://eda.europa.eu/news/12-09-28/European_Defence Agency_facilitates_
access_to_commercial_SatCom_services_for Member States (accessed October
17, 2012).

37) http://eda.europa.eu/news/12-10—02/Ministers _of Defence welcome EDA s_
Pooling Sharing (accessed October 17, 2012).
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Table 3: EDA’'s Pooling and Sharing Projects

B Helicopter Training Program B Intelligence Surveillance Reconnaissance
B Maritime Surveillance Networking (including Space Situational Awareness)
B European Satellite Communication B Pilot Training

Procurement Cell B European Transport Hubs
B Medical Field Hospitals B Smart Munitions
B Air to Air Refueling B Naval Logistics and Training
B Future Military Satellite Communications

Source : EDA’'s Pooling and Sharing (Brussels: EDA, 2011), http://www.eda.europa.eu/
docs/documents/factsheet_—_pooling_sharing_—_301111(accessed December 2, 2012)

Pooling and sharing as well as role specialization build on comparable
ideas but can ignite different logics. That iswhy a convincing strategic
rationale and a systematic framework to drive and coordinate defense
planning across EU and NATO nations would be needed, but it is still
lacking. To be fair: The EU in particular has come a very long way to
establish institutions for defense cooperation among its members, and
NATO has achieved progress as well (Box 1). The problem is that for the
time being, most actions have been driven bottom—up rather than top—

down. Thus key strategic capability shortfalls remain unaddressed.

Box 1: The overall EU-/NATO framework to facilitate pooling, sharing, and role specialization.

B Strategies, Concepts, and Risk Analyses: Agreement about the values nations
care for and the interests and norms that drive action is essential to foster
cooperation. Up until now, NATO and the EU have played an instrumental role
in framing a joint understanding of the challenges that need to be tackled and
the ways to achieve common solutions. Joint strategies such as the new NATO
Concept or Europe’s Security Strategy are important capstone documents to

align national thinking.

B Institutions: The EU and NATO both provide an institutional framework for

defense cooperation. Existing bodies and regular meetings facilitate cooperation

by enabling the formation of trust. Institutions can also take over specific tasks
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and thus support joint international activities in the fields of procurement and
defense science and technology. In addition to the political institutions, NATO
and the EU also enabled the establishment of joint military structures (e.g.,
headquarters, joint units), which are an important facilitator at all levels of

military decision—making and operation.

B Operations: Since the end of the Cold War, NATO and the EU have provided
the framework for joint mili—tary operations in Europe, Africa, the Greater Middle

East, the Mediterranean Sea, and in the Indian Ocean.

B Tools: The EU and NATO provide military planning tools to support national
defense planning. By devising scenarios for the definition of joint force goals,
organizing force generation conferences, and offering planning and review
processes, the two organizations work toward the harmonization of defense
planning among their members. In doing so, combined work on military

standards plays an important role to advance military interoperability.

B Defense Trade: The EU and NATO have gone a long way to facilitate defense
trade among member na-tions. Particularly within the EU, nations have worked
towards the goal of facilitating mutual defense supplies and lowering barriers
for cross—border defense projects. As Appendix A shows, Intra—EU27 de—fense
supplies from 2005 to 2011 accounted for 62% of all defense imports, At the
single—nation level, the United States was the biggest supplier (30%), followed
by Germany (24%), the Netherlands (9%), France (8%), Sweden (7%), and ltaly
(6%). Despite the significant ratio of EU-based defense supplies, overall
collaborative defense equipment procurement is relatively low and varies
significantly among EU nations. In absolute terms (in 2010), the United Kingdom and
France spent the most in this category fol-lowed by lItaly, Germany, and Spain.38

38) United Kingdom: €2,760 million, France: €1,847 million, Germany: €1,398
million, Spain: €703 million. See: Defence Data: EDA participating Member
States in 2010 (Brussels: European Defence Agency, 2012), p.24, http://www.eda.
europa.eu/docs/documents/National Defence Data 2010 4.pdf (accessed December
2, 2012).



020 ol 24Tt R3] WY 2 : ofef X0l FUN HE WAS st Ants 2w 179

Pooling and sharing build on economies of scale. Several countries join forces
either to maintain existing or acquire new capabilities together. By shouldering
the burden, each partner is given additional leeway, and the combination
creates new added value, The degree of sovereignty transfer varies. NATO' s
Strategic Airlift Capability based on C—17 Globe master III transport aircraft,
the Alliance’ s AWACS fleet, and the European Air Transport Command can be
seen as successful pooling and sharing examples. Role specialization builds on
the idea of competitive advantages. A nation specializes in providing a specific
capability either because it has a very strategic interest in this capability, has
built a reputation in delivering it, or agrees to specialize as part of a bi—
/multilateral accord. The latter option, however, which is also labeled
specialization by design, has hardly occurred so far. The Czech NATO CBRN

battalion is one example of role specialization,>?

39) On these and many other issues, see: Tomas Valasek, Surviving Austerity. The
case for a new approach to EU military cooperation (London: Centre for
European Reform, 2012); Jakob Henius and Jacopo Leone MacDonald, Smart
Defense: A Critical Appraisal (Rome: NATO Defense College, 2012); “The
European Air Transport Command. A Successful Example for Pooling and
Sharing. Interview with Major—General Jochen Both, first Commander of the
EATC 2010-2012,” The Journal of the JAPCC (Autumn/Winter 2012): 34-38;
Jean—Pierre Maulny and Fabio Liberti, Pooling of EU Member States Assets
in the Implementation of ESDP (Brussels: European Parliament Subcommittee
on Security and Defense, 2008); Heiko Borchert and René Eggenberger,
“Rollenspezialisierung und Ressourcenzusammenlegung: Wie Europas
sicherheitspolitische Fahigkeiten gestarkt werden konnen” [Specialization and
Pooling: How to Strengthen Europe s Security and Defense Capabilities]
inHans—Georg Erhart und Burkhard Schmitt, eds., Die Sicherheitspolitik der
EU im Werden: Bedrohungen, Aktivitdten, Fahigkeiten (Baden—Baden: Nomos,
2004), 230-244; Rachel Lutz Ellehuus, Multinational Solutions versus Intra—
Alliance Specialization(Copenhagen: DIIS, 2002); Gilles Andréani, Christoph
Bertram, and Charles Grant, Europe’s Military Revolution (London: Centre for
European Reform, 2001).
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Pooling and sharing as well as role specialization can be organized on
a permanent or ad—hoc basis,thereby following different focus areas (Box
2). Ad—hoc solutions are mostly driven by operational needs, and their
configuration depends on overriding political calculations. However, the
current fiscal environment is most likely to limit national leeways in
terms of ad—hoc pooling or specialization, as the scope of existing
military capabilities will be cut back. Thus today s defense budget
reductions might inadvertently cause “structural specialization by

default.”

Box 2! Four different focus areas for pooling, sharing, and role specialization.

B Task Focus: In this case, the national level of ambition is the driving force, as
it defines the risk that a na—tion is willing to take when engaging militarily. For
example, a nation could focus on early entry forces, the provision of intelligence,
surveillance, and reconnaissance or strike assets. When engaging in pooling
and sharing with partners, the respective nation will put major emphasis on
similarities of political ambitions, strategic culture, and public opinion in favor
of the respective tasks.

B Life Cycle Focus: The life cycle of defense capabilities covers preparation (e.g.,
planning, doctrine, science and technology), procurement and recruitment,
training and education, development and sustainment of defense—industrial
capacities, operations and maintenance as well as all aspects pertaining to the
management and development of the respective processes and structures that
are needed to run defense establishments. Nations can pool, share, and
specialize along the life cycle, for example by fo—cusing on the provision of
training facilities or engaging in logistics.

B Decision—Making Focus: Readiness in decision—making very much depends
on the areas of engagement. Countries ready to support early entry forces will
need quick political reaction mechanisms. This should be kept in mind when

selecting a partner, as differences in national decision—making can slow and
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even prevent joint de|oloyment.40

B Geographic Focus: Geographic proximity and geostrategic interests can lead to
the formation of jointly operated capabilities (e.g., among Scandinavian countries)
and can prompt a country to build up special capabilities (e.g., cultural

awareness and understanding for what is going on in the neighboring region).

Source : Borchert and Eggenberger, ‘Rollenspezialisierung und Ressourcenzusammenlegung,”
pp.234~235.

Structural agreements leading to permanent solutions can mostly be found
among nations that share strategic ambitions, work within comparable
politico—administrative frameworks, and operate similar assets. The United
Kingdom—France agreement on sharing future aircraft carriers is certainly
one of the most striking structural arrangements. Other nations, such as
the Netherlands, Belgium, and also the Scandinavian countries, have
significantly integrated their military units with neighboring countries,
which has pushed their cooperation to new levels, 4!

So far, progress on delivering tangible effects with pooling, sharing, and
role specialization has been “episodic.*? As a consequence, EU and NATO
nations have not yet succeeded in establishing the capabilities that they

collectively do not have.*3 This outcome mirrors the lack of political will,

40) Marc Houben and Dirk Peters, The Deployment of Multinational Military
Formations: Taking Political Institutions into Account (Brussels: CEPS, 2003),
http://www.ceps.eu/book/deployment—multinational—military—formations—
taking—political-institutions—account (accessed October 17, 2012).

41) For a very helpful overview of current examples of structural pooling in Europe,
see: Valasek, Surviving Austerity, pp.18~19.

42) Valasek, Surviving Austerity, p.8.

43) Sven Biscop and Jo Coelmont, Pooling & Sharing: From Slow March to Quick
March? Egmont Security Policy Brief (Brussels: Egmont Royal Institute for
International Relations, 2012), p.2.
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which can be explained by the growing divergence on strategic issues that
is about to hamper intra—EU and NATO defense cooperation. Furthermore,
the existing framework does not yet help to mitigate all risks that come
with giving up more sovereignty in defense. For example, there is no
guarantee that every nation will adhere to prior commitments and abstain
from withdrawing troops that might render multinational capability pools
useless; it is still unclear how uncoordinated national spending cuts should
yield joint European solutions that close existing capability shortfalls; and
robust controlling and auditing processes toevaluate national contribution
to pooling and sharing initiatives with a view on jointly agreed availability,

deploy ability, and readiness levels remains to be agreed upon,*4

W Asia-Pacific’ s Road to Smart Defense Cooperation
with Europe and the United States

Discussions about possible avenues for smart defense solutions in the
Asia—Pacific region should start from the premise that pan—regional trust
is low. Some nations enjoy good and stable relations with neighboring

partners and other countries across the region. But overall, antagonisms

44) For more on this, see: Valasek, Surviving Austerity, pp.21~27. Henius/
MacDonald, Smart Defense, pp.32~47; Maulny/Liberti, Pooling of EU Member
States Assets in the Implementation of ESDP, pp.16~18; Claudia Major,
Christian Molling, and Tomas Valasek, Smart But Too Cautious: How NATO
Can Improve Its Fight Against Austerity (London: Center for European Reform,
2012); Bastian Giegerich, “NATO' s Smart Defense: Who' s Buying?” Survival,

Vol, 54, No. 3 (June—July 2012), pp.69~177.
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prevail, 4> For the time being and with the exception of strong bilateral ties,
the Asia—Pacific region does not seem ripe for deliberate defense—related
role specialization, The remainder of this paper will thus not address this
issue. This puts the focus on pooling and sharing, which both depend on
multilateral cooperation,

The current track record for multilateral security and defense cooperation
in the region is mixed. For example, the failure of ASEAN states to come to
an agreement over current disputes in the South China Sea has been
interpreted as a serious blow for this regional organization.*® Past efforts
to use ASEAN to unify defense procurement were of limited success due to
diverging views among key members.*’ By contrast, initiatives like ReCAAP
and SHADE (Box 3) prove that successful pan—regional initiatives exist.
Despite these “islands of success,” it seems fair to argue that pooling and
sharing initiatives that build on a selected number of few partners might

seem more appropriatethan pan—regional approaches.

45) The sudden worsening of relations between Japan and South Korea is an
illustrative case. See: Brendan Taylor, “Japan and South Korea: The Limits of
Alliance,” Survival, Vol. 54, No. 5 (October—November 2012), pp.93~100.

46) Ian Storey, ‘China pushes on the South China Sea, ASEAN unity collapses,”
China Brief XII, No. 15 (August 4, 2012), pp.8~10.

47) In May 2010, ASEAN countries adopted the Concept Paper on Establishing
ASEAN Defence Industry Collaboration, http://www.aseansec.org/documents/
18471-k.pdf. See also: Sneha Raghavan and Guy Ben—Ari, “ASEAN Defense
Industry Collaboration,” CSIS Defense—Industrial Initiatives Group Current
Issues No. 25 (July 2011), http://csis.org/publication/diig—current—issues—no-—
25—asean—defense—industry—collaboration (accessed October 18, 2012); Trefor
Moss, “ASEAN’ s slow security evolution,” Jane's Defence Weekly, February 29,
2012, pp.30~32.
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Box 3: Pooling of Information to Advance Defense and Security Cooperation in the
Asia—Pacific Region.

B Regional Cooperation Agreement on Combating Piracy and Armed Robbery
against Ships in Asia (Re-CAAP): ReCAAP serves as an information
exchange platform to fight piracy and armed robbery by facili-tating
communication, analyzing incidents, facilitating capacity building efforts,
and cooperating on joint exercises as well as other activities. Seventeen
contracting parties established ReCAAP in September 2006 (Bangladesh,
Brunei, Cambodia, China, Denmark, India, Japan, South Korea, Laos,
Mynamar, the Netherlands, Norway, Philippines, Singapore, Sri Lanka,
Thailand, and Vietnam). The ReCAAP Information Sharing Center (ISC)
maintains a secure web—based information system for disseminating

information among all contracting parties on a 24/7 basis.

B Shared Awareness and Deconfliction (SHADE): The goal of SHADE is to
advance cooperation in the field of counter—piracy operations in the Gulf of
Aden and the Western Indian Ocean. SHADE focuses on in—formation
exchange to improve joint situational awareness and joint situational
understanding. The initi—ative also involves several international organizations
and the maritime industry. SHADE meetings are held at the premises of the
Combined Maritime Forces (CMF) in Bahrain. Twenty—seven nations support
SHADE and the CMF (Australia, Bahrain, Belgium, Canada, Denmark, France,
Germany, Greece, ltaly, Japan, Jordan, Republic of Korea, Kuwait, Malaysia,
the Netherlands, New Zealand, Pakistan, Portugal, Saudi Arabia, Seychelles,
Singapore, Spain, Thailand, Turkey, UAE, United Kingdom, and the United
States).

Sources : http://www.recaap.org/Home.aspx; http://combinedmaritimeforces.com(accessed:
October 18, 2012)

For pooling and sharing to lift off in the Asia—Pacific, it is necessary to

develop a different rationale than in Europe. In Europe, the provision of

defense capabilities in times of fiscal austerity is the main driver. As a

consequence, the focus is on reorganizing existing defense cooperation
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among EU and NATO members to become more efficient. In the Asian—
Pacific region,the situation is different. Economic progress and current
security challenges are driving defense spending. Economic efficiency is a
secondary issue, at least for the moment. In addition, there is a need for
partners to help advance regional security. The U.S. pivot to Asia provides
an opportunity for Asia—Pacific nations to join forces with Washington to
make sure that the United States will remain engaged in the region as a
balancer that could mitigate differences between some of the region s
aspiring powers.

Currently, U.S. foreign policy is in a stage of transition. Washington has
made it clear that the Asia—Pacific region will be the new focus area. But
it remains to be seen whether the U.S. commitment will match the quality
of its strategic engagement established in Europe after the Second World
War. Thus, at least some Asian—Pacific nations have an interest in
strengthening bonds with the United States. These nations could use
bilateral pooling and sharing as a means to create an interlocking web of
collaborative defense initiatives, If this idea were to bear fruit, it would also
force European nations to come to terms with their defense and security
posture in a region that is vital for EU27 trade relations. Therefore, pooling
and sharing between Asian—Pacific nations and the United States could pull
European nations towards cooperation as well. The fact that the EU nations
are cash strapped could make things more difficult but might also open
doors for new financing schemes with Asia—Pacific nations.

When considering areas for pooling and sharing, existing capabilities,
local defense industrial capacities and ambitions, and the role of outside
defense suppliers must be analyzed. The resulting picture is complex:

1. Unlike European nations, ASEM members depend mainly on outside

defense suppliers (Appendix B). From 2005-2011, total defense imports
by ASEM members were worth $62,959 million. At around 42% the
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lion” s share fell on Russia, with deliveries worth $26,267 million, U.S.
supplies accounted for 25% ($15,943 million), and the EU27 s share was
worth $13,152 million (21%). In contrast, Intra—Asia—Pacificdefense
supplies only accounted for $4,158 million or 7%, with China taking the
lead ($3,440 million). There are signs of growing interest in exploring
joint defense procurement.*8 But for the time being, pooling and
sharing must take into account the interests of these foreign suppliers —
a situation that is likely to make it more difficult for local governments
to find multilateral solutions.

2. So far, European defense suppliers have been competing among themselves
and with the United States and Russia for access to Asia—Pacific defense
markets, If pooling and sharing is to advance European interest as well,
thought should be given to the idea of joint European export activities.
Table 4shows that at least on paper there is room for cooperation among
European defense suppliers. Although European companies have supplied
a broad spectrum of weapon systems to Asia—Pacific countries, several
clusters could emerge, as will be discussed below.

3. Suppliers are only one part of the equation, however. We also need to
take into account defense industrial capacities and ambitions of Asia—

Pacific nations when considering pooling and sharing options:4?

48) A notable example is the Next Generation Fighter Project pursued by Indonesia
and South Korea. See: Trefor Moss, “Asia s Next Fighter Project,” The
Diplomat, July 14, 2011, http://thediplomat.com/flashpoints—blog/2011/07/14/
asias—next—fighter—project/ (accessed October 18, 2012).

49) Paul Kallender-Umezu, “Japan Strives to Overcome Defense Industrial Base
Crisis,” Defense News, June 24, 2012, http://www.defensenews.com/article/
20120624/DEFREG03/306240003/Japan—Strives—Overcome—Defense—
Industrial-Base—8216—Crisis—8217—; Trefor Moss, “Japan’s Defense Industry
Lifeline,” The Diplomat, December 31, 2011, http://thediplomat.com/2011/12/
31/japan’ s—defense—industry-lifeline/ (accessed November 19, 2012): Jon
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+ Despite the country s well-known high technology base, Japan' s defense
industry has been suffering so far. But Tokyo s defense posture seems
to be changing. As of recently, the country has become much more
active, for example by providing defense support to the Philippines,
boosting defense ties with Australia, and relaxing rules on defense
exports. A recent report by the ministerial Defense Production and
Technology Base Research Committee also suggested restructuring the
national defense industrial base. Current key procurement projects
include the Next Generation Fighter competition, the expansion of its
submarine force, and the procurement of new amphibious assets.

« Indonesia’ s defense industry has so far focused on licensed manufacturing,
Local capabilities to design and develop military platforms are limited.
Nonetheless, the country s ambitions are growing, in particular in the
maritime domain. The country has ordered new submarines from South
Korea and is working with China to build anti—ship missiles. In
addition to developing electronic systems, Indonesia is also focusing
on surveillance technologies.

* Malaysia disposes of indigenous defense capabilities in lower—level

technology areas such as aerospace Maintenance, Repair, and Overhaul

Grevatt, “Japan looks to new defence policy to boost defence industry,” Jane's
Defence Weekly, October 30, 2012, p. 23; Indonesia. IHS Jane' s Navigating the
Emerging Markets (Surrey: IHS Jane s, 2012); Malaysia. IHS Jane s Navigating
the Emerging Markets (Surrey: IHS Jane' s, 2012); Republic of Singapore. THS
Jane s Navigating the Emerging Markets (Surrey: IHS Jane's, 2011); South
Korea. IHS Jane’ s Navigating the Emerging Markets (Surrey: IHS Jane’ s, 2012);
Vietnam, IHS Jane s Navigating the Emerging Markets (Surrey: IHS Jane’s,
2012); Guy Anderson and Jon Grevatt, “Rich pickings. Emerging markets:
Southeast Asia,” Jane's Defence Weekly, September 19, 2012, pp.20~29; Guy
Anderson, “A Changing Game Board: How Competition on the International
Defence Market is Shifting” (Surrey: IHS Jane' s, 2012); IISS, The Military
Balance 2012 (London: Routledge, 2012), pp.206~208.
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(MRO), manufactures small arms and munitions, and is engaged in
shipbuilding. For the future, Malaysia puts priority on developing
C4ISR technologies and has an interest in unmanned aerial systems.
Satellite services, information technology, and simulation systems are
among the country s focus areas as well, However, as of recently
Malaysia has pushed back the procurement of several key platforms
such as the new Multi—Role Combat Aircraft. In contrast, the new
Scorpene submarines have been deployed.

Singapore certainly is the region’ s leader in terms of indigenous defense
industrial capabilities. Existing capabilities span a broad spectrum
ranging from naval, ground, and air systems (including MRO and
engine technologies) to communication systems as well as surveillance,
radar, and sensor systems, Unmanned systems round off the country’ s
defense industrial capabilities. Among others, Singapore is investing in
foreign systems, such as the KC—-135 Tanker replacement, the F—35
fighter jet, and submarines.

South Korea has a mature national defense industrial base that is active
in the development of air, land, and sea systems as well as defense
electronics with a focus on C4ISR and command and control systems.
Despite the country s declared goal of defense—industrial self-reliance,
South Korea is investing in new foreign build platforms, such as next—
generation fighters and attack helicopters, mainly of U.S. origin.
Thailand has established national capabilities in the fields of MRO for
air and land systems and is engaged in naval construction. Developing
missile systems using Chinese technologies is said to be among
Thailand’ s future priorities together with C4ISR and unmanned systems.,
Vietnam' s existing defense industrial capabilities are rudimentary in
the fields of air and sea systems. The country s national defense

industrial ambitions are limited. But Vietnam has embarked on serious
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Based on this brief overview, the following clusters could be considered

for smart defense cooperation:

* When it comes to propulsion systems, Germany is literally the
“powerhouse,” with diesel engine deliveries across the region. France
and the United Kingdom also play a strong role, in particular in the
field of aircraft engines. Energy efficiency is of paramount importance
for armed forces in order to reduce the energy footprint and save
money due to sky rocketing fuel prices. This could provide interesting
opportunities to create MRO hubs, if not already offered by the
respective companies. Research and development for energy efficiency
could benefit from the fact that Asian countries also play a strong role
in the automotive and shipbuilding industries. Smart cooperation in
an Asia—Pacific efficient propulsion system cluster would provide
attractive incentives for different public and private stakeholders.

* In the missile segment France plays a key role. Most of the missile
systems delivered to Asia—Pacific customers are built by MBDA,"?
which is co—owned by EADS, BAE Systems, and Finmeccanica.
Buyers attention for missile developments is likely to be driven by the
use of missiles as effective A2AD tools, the problem of missile
proliferation, and the need for missile defense in the region.
Consolidating European interests in this field could thus leverage
Europe' s supplying power vis—a-vis the United States, China, and
Russia. If European nations could agree on jointly marketing key
platforms (e.g., vessels, attack aircraft) needed for missile delivery,

opportunities could even look better. In addition, missile defense could

50) Other main EU suppliers include Thales and Saab, for example.
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also open doors for fruitful cooperation with the United States and
even Russia.

* Unlike the missile market, the underwater market for torpedoes is more
contested among European suppliers. Here Germany s Atlas Elektronik,
DCNS from France, and Italy s WASS, a Finmeccanica subsidiary, are
competing with each other. As will be discussed below, there are
opportunities for cooperation in the underwater segment but most
likely on a bilateral supplier—client basis. However, the situation could
change, if European companies were to agree on more cooperation to
address Asia—Pacific torpedo markets.

* Clustering opportunities could also exist in the radar market. Given the
growing concern about A2AD, wide area sensors will be much needed.
Table 4makes it clear that France, the Netherlands, and Sweden have
delivered different types of radars and electro—optical systems to Asia—
Pacific customers. In most cases, the supplier is Thales or Saab. This
opens the door for Asia—Pacific nations to think about joint MRO
approaches and collaboration to advance future radar technology.

* C4ISR emerges as an area of collaboration only for the most advanced
defense industrial nations in the Asia—Pacific, such as Singapore, South
Korea, and Japan.®! This would fit well with the current European
supplier profile in the radar market and with existing expertise for

electro—optical components.

51) Many Asia—Pacific countries have an interest in procuring C4ISR assets, but
only few have the necessary industrial capability to enter technology
development and production projects. See also: Wendell Minnick, “In Asia,
C4ISR Market is Growing,” Defense News, November 12, 2012, pp.12~14, For a
more general analysis, see: Michael C. Horowitz, “Information—Age Economics
and the Future of the East Asian Security Environment”, in Goldstein/Mansfield,
eds., The Nexus of Economics, Security, and International Relations in East
Asia, pp.211~235.
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Table 4: Transfer of Weapon Systems from EU27 Suppliers to Selected ASEM
Countries (2000~2011)

IND IDN JPN MYS PHL SGP ROK THA VNM

Airborne early warning & control aircraft SWE
Fighter ground attack aircraft FRA UK SWE CZE
UK
Light transport aircraft DEU POL
Light aircraft FRA AUT
Maritime patrol aircraft DEU FRA UK DEU POL
ESP

Trainer aircraft POL DEU ITA ROM
Trainer/combat aircraft UK ITA ITA DEU CZE
Transport aircraft ESP DEU SWE

ESP

FRA

UK
SIGINT aircraft FRA
ASW helicopter UK
Helicopter FRA UK FRA POL FRA UK

UK
Light helicopter FRA  FRA DEU FRA FRA DEU FRA

DEU ITA
UAV FRA
_NavalSystems

Frigate NDL DEU FRA
Offshore patrol vessel UK
Patrol craft DEU
Submarine FRA FRA SWE DEU

ESP
Support ship DEU

5
|

Armored bridge-laying system POL
Armored engineering vehicle POL
Armored recovery vehicle POL POL DEU
Armored personnel carrier FRA
Tank POL DEU
_Effectorsand Subsystems
Air defense system POL
Anti-tank missile DEU FRA FRA
FRA
Armored vehicle turret BEL
Mortar FRA FRA
Self-propelled multiple-rocket launcher CZE
Beyond-visual-range air-to-air missile FRA
Close-in weapons system NDL
Portable surface-to-air missile FRA FRA FRA  FRA
POL SWE
Surface-to-air missile UK FRA  DEU
FRA
Anti-ship missile FRA FRA FRA UK  SWE

ITA
UK
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AS torpedo SWE
ASW torpedo ITA ITA ITA
SWE
AS/ASW torpedo ITA ITA ITA DEU
Naval gun ITA ITA ITA ITA ITA ITA ITA
SWE SWE
Self-propelled gun FRA
Towed gun ITA
UK
Electro-optical search/fire control NDL DNK
NDL
_Radar/Sopar
ASW sonar FRA  FRA DEU
Mine counter measure sonar UK FRA UK
Air/sea search radar NDL DEU NDL DNK
ITA
Air search radar FRA FRA FRA FRA  NDL ITA
ITA SWE SWE
NDL
Artillery locating radar SWE SWE SWE
Fire control radar ITA NDL ITA NDL ITA
UK SWE NDL
SWE
Maritime patrol aircraft radar FRA  FRA FRA UK
Sea search radar NDL DNK
Aircraft electro-optical system FRA
Air refuel system UK UK
Air independent propulsion engine SWE
Diesel engine FRA DEU FRA  DEU DEU DEU DEU DEU
DEU DNK FRA UK
FRA
Gas turbine UK
Turboshaft (engine) FRA
Turbofan UK DEU SWE
Turbojet UK

Country codes:BEL Belgium; CZE Czech Republic; DNK Denmark; DEU Germany; ESP Spain; FRA France; IDN
Indonesia; IND India; ITA Italy; JPN Japan; MYS Malaysia; NDL Netherlands; PHL Philippines; POL Poland; ROK
Republic of Korea; ROM Romania; SGP Singapore; SWE Sweden; THA Thailand; UK United Kingdom; VNM Vietnam

Source : http://armstrade.sipri.org/armstrade/page/trade_register.php (accessed October
18, 2012).

In addition to these bottom—up ideas for defense industrial clustering,
additional top—down ideas are needed to advance smart defense cooperation,
These top—down ideas should address the long—term security challenges
discussedin the first section of this paper and strike a balance between
security and prosperity interests. The key to achieve this goal is joint

situational awareness and joint situational understanding.
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1. Establish global commons-related joint situational
awareness and joint situational understanding

The most serious strategic concern for the Asia—Pacific is an A2AD—based
arms race that leads to tit—for—tat tactics in various policy fields. This will
seriously undermine the freedom of the global commons. Given the overall
lack of trust and confidence across the region, this is a probable threat
scenario. Activities aimed at furthering joint situational awareness and joint
situational understanding can help mitigate the respective risks.

Today s request for comprehensive security and defense solutions translates
into the requirement for joint information and knowledge development and
sharing between various public and private stakeholders. Progress in the field
of common operational pictures (COP) epitomizes this trend. In many ways, the
effectiveness of network—enabled forces nowadays depends on their ability to
plug and operate on the basis of a joint COP.°2 So far, most COPs focus on
single domains. Given the multi—faceted A2AD threat to the freedom of the
global commons, there is a need for a next generation COP.

A Global Commons COP (GC—-COP) should bring together information
from different domains to provide public and private stakeholders with a
holistic view of various activities influencing the freedom of the global
commons. In doing so, a GC—COP would enable stakeholders to understand
the interplay between the different domains of the global commons. A GC—
COP is also essential to evaluate how different decisions affect the relative
position of each stakeholder in the global commons. This in turn can

improve anticipatory capabilities with regard to these stakeholders’ future

52) For more on this see: Ralph Thiele, “Smart Defense in the 21st Century,” The
Korean Journal of Security Affairs, Vol. 17, No. 1 (June 2012), pp.83~99, in
particular pp.93~99.
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action. In sum, Asia—Pacific countries should see the GC—COP concept as a
logical continuation of the exchange of information agreed as part of

5

ASEAN’ s confidence building measures®® and as a strategic lever that can

be used to cooperate with international partners such as NATO and the EU.

2. Advance underwater situational awareness and
situational understanding

Section one discussed various underwater activities that bear the
potential for serious rifts between countries. Current underwater activities
to exploit marine resources such as minerals at the seabed, fossil resources,
and fish will continue to grow as resource demand is on the rise. In addition
to these activities, several countries are beefing up underwater defense
capabilities.”* Given the lack of trusted information regarding these specific

activities, there is a need for projects that advance joint underwater

53) “ADMM-Plus: Strategic Cooperation for Peace, Stability, and Development in
the Region,” Chairman’s Statement for the First ASEAN Defence Ministers’
Meeting—Plus, Hanoi, October 12, 2010, para. 17, http://www.asean.org/news/
item/chairman—-s—statement—of-the—first—asean—defence—-ministers-—
meeting—plus—admm-—plus—strategic—cooperation—for—peace—stability—and—
development—in—the-region—ha—noi—12-october—2010 (accessed November 23,
2012). Among other things, Expert Working Groups address issues like
counter—terrorism, maritime piracy, and peacekeeping. I thank Brigadier
Jacques Lemay for bringing this to my attention.

54) For example, the United States is exploring the idea of an underwater shield
network to protect naval ships. However, this would likely only be the first
step in a more sophisticated underwater defense system. See: Michael Fabey,
“U.S. Navy Seeks Undersea Aegis—like System,” Aviation Week, October 24,
2012, http://www.aviationweek,com/Article, aspx?id=/article-xml/asd 10 24
2012_p03-02-509975.xml (accessed November 1, 2012).
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[t goes without saying that a common operational underwater picture that
keeps track of different underwater activities would prove most beneficial
in heavily contested areas, such as the Spratly Islands. Although one could
consider launching a respective project under international auspices, the
idea is unlikely to receive support from key regional actors. Therefore,
nations could think about complementing existing common operational
maritime pictures with a powerful underwater surveillance module. This
would make particular sense in those countries that are home to the world s
busiest container terminals, such as China, Hong Kong, Singapore, and
South Korea. In addition to navies and coast guards, respective projects
could also involve harbor operators, the maritime logistics industry, energy
companies, deep—sea mining companies, and others.

From a technical perspective, the creation of wide area common
operational underwater picture is tough, as it poses challenging
requirements for sensors, above water and underwater communication,
bandwidth, data fusion, and anomaly detection, to name just a few areas.
Industry and academia should have an interest in such an initiative, as it
will enable them to develop valuable dual—use technologies that are much
sought after in many different markets. Several Asia—Pacific nations focus
on C4ISR technologies and could form the nucleus of respective pooling and

sharing projects.
3. Protect key underwater infrastructures
Pooling capabilities to improve the protection of key underwater

infrastructures follows logically from a growing international interest in

underwater assets. Direct attacks against critical underwater infrastructures
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should be taken into account as a future threat scenario. These attacks
would serve several purposes such as causing environmental damage,
creating public outrage, and creating financial and reputational damages.
One can speculate about the motives, resources, and expertise of possible
perpetrators, but it seems quite obvious that protection against a
comprehensive set of risks (e.g., natural hazards, technical vulnerabilities,
use of weapons) should be taken seriously. As many underwater
infrastructures would most likely affect the interests of several coastal
parties, the need to manage the respective risks could create opportunities
for cooperation.

A look at the current map of deep—sea communication cables, to single
out a very specific underwater infrastructure (Figure 1), makes it amply
clear that global communication traffic between East Asia, Southeast Asia,
and the U.S. West coast depends on cables landing at a few hot spots.55
There might be alternatives to these landing points, redundancy is
certainly also available, but the fact remains that cables are vulnerable to
harmful action against these landing points. As this issue is vital to the
whole region, countries could consider pooling resources in tandem with
cable operators to provide adequate protection measures for these critical

assets,

55) For more on this, see: Ronald J. Rapp et. al., “India’ s Critical Role in the
Resilience of the Global Undersea Communications Cable Infrastructure,”
Strategic Analysis, Vol. 36, No. 3 (May—June 2012), pp.375~383.
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Figure 1: Selected Landing Points of Deep-Sea Communication Cables

Source: http://www.submarinecablemap.com (accessed October 18, 2012)
4. Improve the security of maritime trade

Maritime trade is key to the prosperity of the Asia—Pacific region. Risks
posed by pirates and robberies have already prompted several countries to
join forces and pool resources to address the respective consequences.
Pooling and sharing between public and private stakeholders could also help
address two issues of growing concern:

* Maritime cyber risks: Like many other critical infrastructures,
maritimetransport depends on information and communicational
technology (ICT), Without ICT harbors, automatic identification systems,
navigation, logistics systems, and vessels do not operate. With the

o6

exception of dedicated naval communication systems,”® maritime cyber

56) “China hackers enter Navy computers, plant bug to extract sensitive data,” The
Indian Express, July 1, 2012, http://www.indianexpress.com/news/china—
hackers—enter—navy—-computers—plant—bug—-to—extract—sensitive—
data/968897/0 (accessed October 18, 2012).
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infrastructures have so far not been at the center of cyber villains’
interest. This could rapidly change, however, In addition to the world s
busiest container terminals, the Asia—Pacific is also home of PSA
International, Hutchinson Port Holding, and Cosco, three of the world s
biggest container port operators. Coordinated cyber attacks against
these infrastructure operators would have rippling effects far beyond
the region. The main challenge in address maritime cyber risks stems
from the fact that the International Shipping and Port Security Code
(ISPS Code) is focusing on physical rather than digital security risks.
By taking up this concern, nations in the region could help advance
global security for critical maritime infrastructures. They could use the
global response center of the International Multilateral Partnership
Against Cyber Threats (IMPACT)°” located in Malaysia to set up global
information exchanges for maritime cyber security—related incidents.

Stand—off cargo screening: Breaches of international sanctions and the
transfer of illicit goods are some of the most pressing security
challenges directly affecting maritime trade. Given high maritime
transport volumes, cargo screening at points of embarkation and
disembarkation runs into practical problems, For this reason, detection
should be pushed from harbors to the open sea while ships are
approaching harbors. Investing in stand—off technologies for cargo
screening at sea would render harbor operations more efficient and
could help identify illicit goods early enough to intervene in an
environment that is less fragile than busy harbors. As we have seen,
several Asia—Pacific countries are investing in C4SIR as well as air—
and space—based detection technologies. Together these countries could

form the nucleus of a stand—off cargo screening cluster. The resulting

57) http://impact—alliance.org/home/index.html (accessed October 18, 2012).
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capability would depend not only on sensors and platforms, which help
field the respective sensors. Advanced analytics for change detection
and pattern recognition would be required as well. Finally, seamless
exchange of information between cargo operators and public authorities
is needed to accomplish this task, thus prompting a need for concepts

and technologies to support public—private information exchanges.

5. Prepare for the opening of Arctic sea routes

The opening up of the North Sea Passage comes with risks and
opportunities for the Asia—Pacific region. Already today, several nations
are preparing to seize the opportunity and claim their interest in the High
North. Despite the obvious rivalry this might cause, two issues could drive
countries towards smart solutions:

* Icebreakers: Even the most optimistic scenarios do not expect the
Northern Sea route to be open all year round. There continues to be a
need for assets to keep routes open. Today, Russia maintains the
biggest fleet of nuclear icebreakers.”8 Given average construction time
of eight to 10 years and investments costs of more than $1 billion for
the most powerful nuclear icebreakers, these platforms seem perfect

for pooling initiatives.?® South Korea, Japan, and China are the world’ s

58) Baltic Icebreaker Management, The World Icebreaker and Icebreaking Supply
Vessel Fleet (Helsinki: Baltic Icebreaking Management, 2008).

59) Charles K. Ebinger and Evie Zambetakis, “The geopolitics of Arctic melt,”
International Affairs, Vol. 85, No. 6 (November 2009), p.1220; Natalya Kovalenko,
“Russia to build new nuclear icebreaker,” The Voice of Russia, July 4, 2012,
http://english.ruvr.ru/2012_07_04/Russia—to—build—-new—nuclear—icebreaker/
(accessed October 18, 2012).
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leading shipbuilders.%? Unfortunately, the current political climate is
likely to prevent cooperation. But together with partners from the
EU27 and/or the United States, each of them could be interested in
exploring the possibility of a joint investment pool to build nuclear
icebreakers. Building on the idea of NATO s C—17 Strategic Airlift pool,
a nuclear icebreaker flotilla would offer services to all partners
investing in the pool and could even serve clients outside the pool on
a “power by the hour” model, for example.

 Electronics in the Arctic: The Arctic is a harsh environment. Any asset
operated there must meet very challenging requirements. This is
particularly true for electronics, which are at the heart of modern
defense equipment. Some of the most sophisticated sensors,
electronics, and communication systems might thus not properly work
in this environment. In addition, energy management under Arctic
conditions causes extrachallenges. Together, these aspects could create
incentives for tailored product developments to satisfy the needs of
this operating environment. Asia—Pacific countries with leading

defense electronic capabilities such as Japan, Singapore, and South

60) In June 2009, the Republic of Korea launched the first icebreaking research vessel,
which was built by Hanjin Heavy Industries. See: http://www.hanjinsc.com/
eng/pr/notice/notice_view.aspx?noticelD=128&SearchField=&SearchWord=
(accessed December 2, 2012). Japan' s Maritime Self—Defense Forces also
operate icebreakers, mostly for research purposes. These platforms are built
by United Shipping Corporation. See: http://www.u—zosen.co.jp/en_u-—
zosen/gaiyou.html (accessed December 2, 2012). The Chinese icebreaker Snow
Dragon passed the Arctic Ocean from Asia along the coast of Russia to Iceland,
where it arrived in mid—August 2012, See: Jon Viglundson and Alister Doyle,
“Chinese icebreaker crosses Arctic Ocean. Thaw could open region to oil
exploration, shipping,” Reuters, August 18, 2012, http://www.vancouversun.com/
technology/Chineseticebreaker+crosses+ArctictOcean/7110681/story. html
(accessed October 18, 2012).
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Korea might have an interest in exploring this opportunity. They could
pool research and development activities in cooperation with U.S.,

European, or Russian partners.

Conclusion

This paper has argued that pooling and sharing defense capabilities is
about tying nations into joint collaborative endeavors. Financial pressure is
a motive for pooling and sharing in order to share the burden of providing
adequate capabilities. More importantly, pooling and sharing can help
making sure that nations that play a critical role for the stability of a region
become and remain engaged to help stabilize it. This should be the primary
rationale for considering pooling and sharing in the Asia—Pacific region.
By following this line of argumentation, Asia—Pacific nations could succeed
to lock in the United States as the region’ s ultimate balancer. This, in turn,
could serve as a useful wake up call for Europe. If Europe wants to remain
relevant as a transatlantic partner, the U.S. pivot to Asia must prompt the
EUZ27 to reconsider their defense and security posture in the Asia—Pacific
region. Pooling and sharing with Asia—Pacific partners might be the only
way for Europe to engage in the region. As a consequence, pooling and
sharing could turn out most beneficial from an Asia—Pacific perspective, as
it helps bring in new partners that have an interest in the long—term
stability and prosperity of the region.

Implementing this bold vision will require each of the three partners to
think beyond current levels and frameworks of cooperation: Asian—Pacific

countries struggle with regional antagonisms and thus have a long way to
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go to nurture mutual trust and confidence. Bilateral cooperation with the
U.S. and European partners could help overcome some of today s problems.
As was suggested above, there are real opportunities for smart defense
initiatives. Mutual trade relations have built strong bonds among them.
Pooling and sharing in defense and security should not be allowed to distort
these relations, as they serve as the foundation of regional progress.
However, this is anything but easy, as most Asian—Pacific countries depend
on U.S. and/or European partners for defense supplies. By considering
pooling and sharing, Asia—Pacific countries will therefore require strategic
caution,

The EU27 will face the biggest challenge. So far, the EU s strategic
thinking has focused on Europe and its near abroad. Deducting strategic
implications from the fact that the Asia—Pacific region is vital for the EU s
long—term economic well-being is not easy. In addition, EU member states
are cash strapped. However, if EU members were serious about pooling and
sharing with Asia—Pacific partners, they could make a virtue out of the
current situation: EU/NATO experience in terms of the necessary defense
institutional framework as well as certain assets could be shared in return
for political and financial support by Asia—Pacific partners for joint
initiatives. In addition, the EU could also tap into existing science and
technology funds to co—finance respective projects. Overall, EU member
states will need to come to terms with competing export visions for national
defense suppliers. Without agreeing on at least some strategic guidelines to
jointly access Asia—Pacific markets, companies might end up in fierce
competition and thus render the value of pooling and sharing nil and void.
In addition, EU members will also have to examine whether the U.S. pivot
to Asia is concurrent with Europe s strategic interests there and consider
appropriate action in case of diverging ambitions.

Although Washington might seem to enjoy the most comfortable position
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in this “smart triangle,” the United States will also have to solve tricky
questions. Pooling and sharing might close ranks with existing allies in the
region and form new collaboration patterns. But the United States will
always want to assess the impact of specific cooperation projects on the
overall power distribution with China,®! India, and also Russia. In so doing,
Washington should avoid the impression that closer cooperation via pooling
and sharing is directed against single countries in the region. As a
consequence, the United States will have to think about an overall
framework that could accommodate the interests of all stakeholders in the

Asia—Pacific.

61) For a critical assessment of the current U.S. strategy vis—a—vis the Asia—Pacific
region, see for example: Lanxin Xiang, “China and the ‘Pivot,” Survival, Vol,
54, No. 5 (October—November 2012), pp.113~128; Robert S. Ross, “The Problem
With the Pivot,” Foreign Affairs, Vol. 91, No. 6 (November—December 2012), pp.
58~69. Among others, Xiang argues that “from Beijing' s perspective,
Washington' s strategy towards Asia has most of the key features of a cold—
war strategy  (p.117). Similarly, Ross believes that “the new U.S. policy
unnecessarily compounds Beijing s insecurities and will only feed China’ s

aggressiveness” (p.72).
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